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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

SECURITIES AND EXCHANGE
COMMISSION,

Plaintiff,
V. No. 1-23-cv-01599-ABJ-ZMF

BINANCE HOLDINGS LIMITED,
BAM TRADING SERVICES INC,,
BAM MANAGEMENT US HOLDINGS
INC., AND CHANGPENG ZHAO,

Defendants.

JOINT STATUS REPORT

Pursuant to the Court’s January 26, 2024 Minute Order, Plaintiff Securities and Exchange
Commission (“SEC”), Defendants BAM Management US Holdings Inc., BAM Trading Services
Inc. (collectively, “BAM”), Binance Holdings Limited (“BHL” or “Binance”), and Changpeng
Zhao (“Zhao”), respectfully submit this Joint Status Report.

1. BAM-Related Discovery

A. The SEC’s Position

1. Status of Expedited Discovery

Since the parties’ last status report, submitted on January 25, 2024, the SEC has
continued to work with BAM regarding expedited discovery to attempt to resolve outstanding
questions relating to BAM’s compliance with the Consent Order, Dkt. No. 71. But the SEC
believes it is at an impasse with BAM as to certain key questions that BAM has been unable or

unwilling to answer, and thus, the Court’s intervention is warranted, as explained below.
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control.”); see also id. 9 29, 30.a.ii, 44. Among other things, BAM’s representations rested
upon the PNK and TSS systems and related controls, including its “whitelisting” process
whereby crypto assets could only be transferred to wallets that were previously approved by all
of its key shardholders, some of which were BAM employees, because that effectively
prohibited BHL from “transfer[ing] staked crypto assets off of the BAM Trading platform.” Id.
9 36.b. BAM also relied on its six-member clearing team that it initiated transfer requests to
shardholders, and asserted they were not “currently associated with BHL” and did not have “any
relationship with Mr. Zhao.” Id. 9 33.c. Then, after the Court entered the Consent Order, BAM
certified it has “maintained sole possession, custody, and control of Customer Assets in the
United States since at least June 17, 2023, except to the extent that Customer Assets are held by
non-affiliated third-party custodians located in the United States” to the exclusion of BHL, Zhao,
or any other Binance Entity. Ex. 5, June 29, 2023 Confirmation of Erik Kellogg, 9 2-3, 6.
Since June 2023, the SEC has engaged in expedited discovery to evaluate and confirm
BAM’s assertions and its compliance with the Consent Order. This discovery included whether
BAM was in compliance with the Consent Order’s core provisions that (1) BAM personnel in
the United States have “sole” and “complete” possession, custody, and control of all Customer
Assets; (2) all transfers and withdrawals of Customer Assets will solely be under the direction
and control of BAM personnel or a non-affiliated third party custodian located in the United
States; (3) the Binance Entities lack “possession, custody or control over Customer Assets;” and
(4) BAM will establish New Private and Administrative Keys that are within “the sole
possession, custody, and control of BAM Trading officers and employees who are located in the
United States . . . [and they] will not be provided to or in any way shared with the Binance

Entities.” Consent Order §§ I-II.
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Expedited discovery to date has revealed facts that appear different than the state of
affairs certified by BAM in June 2023 and do not sufficiently demonstrate BAM’s compliance
with some of the Consent Order’s core requirements. Moreover, it has become apparent that
BAM made various changes to the processes and controls it described in these initial
declarations, including as to the roles and access of BAM and BHL personnel with respect to
systems relevant to the custody and control of BAM’s corporate and Customer Assets (described
below). However, for almost all of these changes, BAM has not affirmatively disclosed or
provided sufficient information in a timely manner, requiring the SEC to try to piece together
these events after the fact through depositions and delayed and incomplete document
productions, which has undermined the efficiency of this process. The following are the key
outstanding questions concerning BAM’s compliance with the Consent Order.

1. Whether BHL has Any Custody or Control of BAM’s Hot and Customer
Deposit Wallets

First, expedited discovery has cast doubt upon BAM’s claims that it exclusively controls
the private keys, Customer Assets, and related transfers and withdrawals in its customer deposit
and “hot” (or internet-connected) wallets through its “PNK” system.

BAM witnesses have testified that BHL established and still retains custody of the private
keys to these wallets in an Amazon Web Services (“AWS”) environment that hosts BHL’s
servers and wallet software for BAM’s wallets, and that BAM had no access to the AWS
environment, servers, or software. Ex. 6, Erik Kellogg Depo. Tr. 199:4-16; 200:11-204:2; Ex. 7,
Justin Brecese Depo. Tr. 42:7-12, 46:1-47:6.

In November 2023, BAM supplemented its interrogatory responses, stating for the first
time that BAM ““is now in control of the root account for the Amazon Web Services (“AWS”)

datacenter in northern Virginia that houses the servers running the wallet custody software used
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by BAM.” Ex. 8, BAM’s Supp. Response to Interrogatory No. 6. However, the SEC has not
had an opportunity to evaluate that assertion with a knowledgeable witness, including to confirm
the parties are discussing the same AWS environment among the multiple AWS environments
that are relevant to the Binance.US Platform and BAM corporate and Customer Assets.
Moreover, BAM has not explained whether BHL or any other Binance Entity shares such
control. In addition, BAM has not claimed that gaining “control of the root account” provides
BAM with access to and exclusive control of the wallet software and private keys to its wallets,
or answers the ultimate question of how the private keys for these wallets are held, which
remains unanswered as of today. Indeed, BAM’s Chief Information Security Officer (“CISO”)
previously testified that being a root account holder for a particular AWS environment generally
does not itself entail rights over or access to servers, software, and data maintained in that
particular AWS environment. Ex. 6, Kellogg Depo. Tr. 126:6-129:8. If that is the case here,
BAM would still have no access to, or control over, the servers and software associated with
BAM’s wallets and private keys. BAM has not produced any evidence that its newly acquired
control of the root account to the AWS environment provides it with such access, or that it
results in the exclusion of BHL’s custody and control over the private keys and Customer Assets,
as the Consent Order requires.

Moreover, discovery has revealed that BHL can at least effect transfers of BAM’s crypto
assets from customer deposit wallets to hot wallets when transfers get “stuck” while using the
PNK system. BAM’s Head of Clearing, Tao Zhang, testified that he routinely reaches out to a
chat group involving BHL employees that he calls the “BHL wallet team” when BAM’s clearing
team has “technical issues” with respect to asset movement. See Ex. 9, Tao Zhang Depo. Tr.

70:6-72:13. He described one instance where BHL intervened to effectuate a movement of
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customer assets to BAM’s hot wallet, but he could not describe how BHL fixed the issue. Id.
72:14-74:3 (“They didn’t tell us what they did with it, so I don’t know. It is just that afterwards
they would tell...us that it’s been fixed. And then when we go to check the deposit address, we
notice that the transfer has been successful. It has been transferred to the hot wallet from the
deposit wallet.”). The SEC has repeatedly sought further discovery to confirm the scope of
BHL’s ability to move customer assets, as it raised at the last Court hearing. See Ex. 10, Nov.
27,2023 Hr’ing Tr. 10-12. But BAM has not meaningfully responded, including by failing to
explain how PNK interacts with the wallet software and private keys.

Further, BAM recently produced PNK access logs that reflect frequent access by several
individuals with email addresses that have a “binancecf.net” domain name, and, despite repeated
requests, BAM has refused to provide information concerning this domain name to determine
whether these employees are associated with a Binance Entity. See Ex. 11, Excerpt of
BAM _SEC LIT 00005053. In all, these facts that have been revealed in expedited discovery
raise questions as to BAM’s assertion that the PNK system controls BAM’s customer deposit
and hot wallets to the exclusion of BHL or any other Binance Entity.

ii. Whether BHL Has Custody or Control of BAM’s Cold Storage and Staking
Wallets

Second, as to BAM’s cold storage wallets and staking wallets—which BAM claims it
controls through its Threshold Signature Scheme, or “TSS,” protocol and seven key shard
devices—expedited discovery has revealed that BAM has only a surface-level interaction with
the TSS software. BAM does not have access to or control of the back end of the software, and
BAM witnesses could not explain how the TSS software operates to control and otherwise
transfer Customer Assets. See, e.g., Ex. 6, Kellogg Depo. Tr. 75:1-76:17, 106:12-107:9. Again,

that BAM’s inspection demonstrated how it inputs instructions into the software interface, and
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with access to TSS provide complete information as to what users have access to and their
administrative rights for the TSS portal. Nor do these screenshots demonstrate what rights the
identified individuals with access have, and when this identified change to TSS Portal
administrator occurred. Like many other aspects of expedited discovery, access and
administration of the TSS Portal appears to be a moving target. BAM has not provided an
updated access or activity log, change management log, or description of different user rights
that evidence Chen’s or other BHL employee’s current access to these systems.
iii. Whether BAM Personnel Located Outside the United States Are Controlling
BAM Customer Assets and Are Also Receiving Compensation from Binance
Entities
Third, expedited discovery has raised additional questions as to whether BAM employees
in the United States exercise complete control over Customer Assets and related transfers, and
whether its employees are working solely for BAM without control or influence by Binance
Entities. BAM’s Head of Clearing, Zhang, is based in Canada, and expedited discovery has
revealed he is the “initiator” of transfers of Customer Assets from BAM’s cold to hot wallets and
its staking operations, and whitelisting requests. See Ex. 9, Zhang Depo. Tr. 113:12-115:24,
143:12-144:4; Ex. 17, Christopher Blodgett Depo. Tr. 105:20-25. Thus, regardless of whether
BAM’s TSS key shards are currently within the United States and controlled by U.S.-based
employees, Zhang’s role is necessary to initiate asset transfers, its staking operations, and to
whitelist wallets.
Further, several BAM shardholders have testified that they rely on Zhang when
approving requests Zhang initiates. See, e.g., Ex. 15,- Depo. Tr. 88:23-94:12; Ex. 7,-

Depo. Tr. 54:14-55:15; 57:11-58:6, 63:5-64:19; Ex. 16, |} Depo. Tr. 250:14-259:21.

Although deponents more recently identified a new process in which BAM’s Head of Treasury
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Binance Entities, directly or indirectly, raises questions as to the extent to which those employees
are or can be influenced or controlled by any of the Binance Entities. Nevertheless, BAM is
either unwilling or unable to produce any other discovery on this issue to enable the SEC to
understand the full scope and impact of this issue as it relates to BAM’s compliance with the
Consent Order.

iv. Whether BAM’s Monitoring for Transfers Involving Binance Entities are
Sufficient

Fourth, BAM has not demonstrated that it is has controls in place to ensure there are no
prohibited transfers to Binance Entities under the Consent Order, despite its reliance on the key
shard and whitelisting processes. See Kellogg Decl. q 33.b. The SEC has asked BAM witnesses
to explain how BAM is monitoring for compliance with the Consent Order. For example, with
respect to TSS, as noted above, several of BAM’s key shardholders have testified that they do
not conduct significant due diligence before approving transfers, including that they rely on
Zhang. See, e.g., Ex. 15,- Depo. Tr. 88:23-94:12; Ex. 7,- Depo. Tr. 54:14-55:15;
57:11-58:6, 63:5-64:10; || Depo. Tr. 250:14-259:21. Further, BAM’s Head of Treasury
testified that she had not reviewed a list of BHL- or Zhao-affiliated entities that would enable her
to determine whether transactions were prohibited by the Consent Order. Ex. 18, Sisenwein
Depo. Tr. 101:1-104:11, 112:3-20, 206:1-207:17.

BAM has also not produced evidence that BHL is unable to whitelist wallets or otherwise
override that control, given that BHL personnel may still have access and user rights to the TSS
Portal. And, as noted above, during the inspection, BAM inexplicably refused to walk through
its whitelisting process. Finally, despite the SEC’s repeated requests, BAM has not provided a

list of Binance Entities for which it is monitoring for prohibited transactions and control of

12
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Customer Assets to ensure compliance with the Consent Order, even though at least one BAM
witness stated that such a list exists. See, e.g., Ex. 17, Blodgett Depo. Tr. 135:20-138:2.
% % %

All told, BAM cannot claim it has satisfied its obligations in expedited discovery when
the above issues remain. The SEC therefore respectfully submits that Court intervention is
necessary and requests that this Court order BAM to engage in additional discovery to address
the fundamental outstanding issues. The SEC believes that a targeted Rule 30(b)(6) deposition
of BAM regarding the above-referenced issues would serve as an efficient next step in this
process and minimize BAM’s purported burdens in a manner proportional to the needs in this
case. But the SEC is also open to other possible avenues of discovery to resolve these issues,
including a limited follow-up inspection or other depositions, which could include questions
about documents and information produced after the deposition of relevant witnesses. To the
extent BAM is unable to provide information to address these outstanding issues, which itself is
relevant to an evaluation of BAM’s compliance under the Consent Order, it should be required to
certify that under penalty of perjury.

2. Other Issues Relating to BAM’s Compliance with the Consent Order

In addition, the SEC has raised several other issues relating to BAM’s compliance with
the Consent Order that requires Court intervention. The SEC’s February 8 letter sought BAM’s
responses to these issues, and, as explained below, several issues remain outstanding. See Ex. 1,
Feb. 8, 2024 Scarlato Ltr. at 5-6.

i New Wallet Information

BAM has not provided sufficient information to the SEC to demonstrate its compliance

with specific provisions of the Consent Order relating to its creation of new crypto asset wallets

13
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and deletion or destruction of certain Private and Administrative Keys. See Ex. 1, Feb. 8, 2024
Scarlato Ltr. at 5.

First, pursuant to Section I1.2 of the Consent Order, BAM was required to establish new
wallets with new Private and Administrative keys, and to transfer all Customer Crypto Assets to
the new wallets within the sole possession, custody, and control of BAM personnel located in the
United States. Counsel for BAM represented to the SEC that the movement of assets and
establishment of new wallets referenced in various communications in 2023, including after the
Consent Order, was not part of the process to establish new wallets under the Consent Order.

But BAM has not provided any additional information, including whether BAM has deleted or
destroyed any Private and Administrative Keys or copies thereof that do not currently control
BAM’s wallets pursuant to the Consent Order, such as any shard devices that were not
transferred to the United States. See Consent Order § II.1. The SEC has previously requested
information about the configuration of vaults, wallets, and corresponding controlling key shards
to, in relevant part, evaluate this issue, and BAM has not provided that information.

Second, Section I1.5 of the Consent Order requires BAM to provide the SEC with current
lists of its hot and cold wallets upon request. BAM previously produced a list to the SEC, and,
on February 8, 2024, the SEC requested that BAM confirm whether that list remains current. Ex.
1, Feb. 8, 2024 Scarlato Ltr., at 5. BAM’s response did not address this issue. See Ex. 3, Feb. 13,
2024 Laroche Ltr.

ii. Outstanding Accounting Information

There are also a few open questions as to whether BAM has complied with the

accounting requirements in Section IV of the Consent Order. See Ex. 1, Feb. 8, 2024 Scarlato

Ltr., at 5-6. First, BAM has still not provided additional information requested in connection

14
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with a previously discussed discrepancy in its accounting documentation. BAM responded that
it was willing to “explore any perceived discrepancies,” but it has now declined to provide this
information, stating that it relates to a non-material amount of corporate assets. See Ex. 3, Feb.
13, 2024 Laroche Ltr. Second, BAM previously provided information concerning transfers
between BAM and Sigma Chain subsequent to the Consent Order, and requested additional
information from BAM that it has still not provided. Third, BAM has not provided a status
update on the production of supplemental deposit wallet information to associate the deposit
wallets with the User IDs, which is a request that has been pending since at least November
2023. See Ex. 28, Nov. 17, 2023 Beville email, at 1-2 (“we will confer with our client and
provide an update on when the supplemental deposit wallet information will be available.”).

B. BAM’s Position

Since the last status update, BAM has completed its search for and production of
documents in response to the SEC’s 70-plus document requests, dated September 21, 2023 and
the SEC inspected several of BAM’s systems involved in customer asset custody. At this point,
BAM respectfully submits that the Court should end expedited discovery with respect to BAM.

Since June 2023, BAM has gone above and beyond its obligations to provide “limited”
expedited discovery pursuant to the Consent Order by responding to the SEC’s exceptionally
broad requests and unsubstantiated concerns related to asset custody. BAM has produced
thousands of documents about every conceivable aspect of its asset custody practices; provided a
verified accounting; responded to dozens of interrogatories and supplemented those
interrogatories; submitted numerous declarations and certifications under oath concerning its
asset custody practices and compliance with the Consent Order; provided the SEC with monthly

reports summarizing its expenses by category; and facilitated the SEC’s inspection of multiple

15
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shard devices and key systems involving customer assets. The SEC has also deposed a dozen
witnesses during expedited discovery, and obtained extensive discovery (including documents
and deposition testimony) from third parties.

As set out below, the SEC’s purported bases for further extending this eight-month-long
discovery process are unavailing. BAM has engaged in this process in good faith, while, by
contrast, it appears that the SEC is not evaluating in good faith the issue at the core of the
Consent Order: whether BAM’s customer assets are secure and available for withdrawal. The
SEC has not pointed to any evidence that BAM’s customer assets are not secure or have been
misused or dissipated in any way. Moreover, the principal concern that was purportedly
animating the SEC’s desire for expedited discovery at the outset of this case—that Mr. Zhao may
dissipate assets—has evaporated given that Mr. Zhao has no role at BAM or BHL, and BHL has
agreed to have an independent compliance monitor put into place.

By contrast, the harm that the SEC’s motion for a temporary restraining order and
approach to expedited discovery have inflicted upon BAM has been material. As a direct result
of the SEC’s unsubstantiated assertions that BAM’s customers’ assets are at risk, BAM has had
to reduce its workforce by hundreds of full-time employees; BAM’s existing banking partner
limited or effectively ended their relationships with BAM; and BAM’s active trading users have
fled the platform. See, e.g., Ex. 29, Blodgett Depo. Tr. 145:3- 155:17 (Dec. 15, 2023); Ex. 39,
Nov. 27,2023 Conf. Tr. at 29:8-33:1.

Against this backdrop, BAM respectfully submits that this Court should end the
“expedited” discovery process has already far exceeded the typical limited approach for pre-
merits-stage discovery. See Attkisson v. Holder, 113 F. Supp. 3d 156, 162 (D.D.C. 2015)

(expedited discovery “limited in scope to requesting specific records or information” that bear on

16
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a particular issue). The Court should deny the SEC’s request for a 30(b)(6) deposition or any
additional discovery arising from the Consent Order.

1. The SEC’s Inspection of BAM’s Systems Related to Customer Asset
Custody Complied with the Consent Order

The SEC’s selective description of the January 23, 2024 inspection omits key components
of the multi-hour review BAM facilitated of its systems related to customer asset custody. BAM
met-and-conferred with the SEC in good faith before the inspection, but the SEC failed to
meaningfully engage and instead persistently attempted to broaden the scope of the inspection well
beyond any reasonable standard for expedited discovery. By way of example, the SEC insisted
that BAM should undertake a packet-capture exercise, which would have required BAM to cut a
fiber optic cable in real-time during the inspection. BAM objected to that and certain other
requests that far exceed the scope of discovery required by the Consent Order, but facilitated a
substantive review of all of BAM’s systems relevant to customer asset custody.

Contrary to the SEC’s representations, BAM demonstrated how its PNK system interacts
with its wallet software and private keys. Specifically, BAM addressed the SEC’s stated primary
issues for the inspection by providing a detailed review of controls for setting thresholds for
automatic transfers between wallets and approving customer-initiated external transfers. See Ex.
3, Laroche Ltr. at 3; Ex. 10, Nov. 27,2023 Hearing Tr. 10. Indeed, BAM changed PNK thresholds
for a digital asset in real-time, resulting in asset transfers between BAM wallets operating on BHL
software. BAM further provided the SEC with access to PNK source code and demonstrated the
process by which BAM changes access rights to PNK.

The SEC’s specific criticism regarding the whitelisting process is also misleading. BAM’s
CISO explained that he did not request access to the whitelisting feature for security reasons.

However, BAM has provided extensive information regarding the whitelisting process in

17
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document productions, depositions and sworn declarations. See e.g., Ex. 4, Kellogg Decl. at
36(b) (“Adding a new whitelisted wallet requires the unanimous approval of all seven shard
holders.”); BAM’s Responses and Objections to First Set of Interrogatories at 14 (stating that the
individuals involved in the whitelisting process are those that hold the New Private and
Administrative Keys). Multiple shardholders also testified about the whitelisting process.

BAM has devoted significant resources to meeting the SEC’s requests for a comprehensive
demonstration of its systems related to customer asset custody. The SEC’s inspection covered all
those systems. Notwithstanding this comprehensive process, the SEC continues to move the
goalposts of expedited discovery such that its requests pertaining to the inspection now far exceed
the scope of the Consent Order. BAM respectfully requests that the Court rule that BAM has
satisfied its obligation to submit to an inspection of its customer asset custody systems.

2. No Further Discovery is Required with Respect to Control of BAM’s Hot
and Customer Deposit Wallets

As the SEC concedes, BAM has supplemented its interrogatory responses to confirm that
BAM “is now in control of the root account for the Amazon Web Services (‘AWS’) datacenter in
northern Virginia that houses the servers running the wallet custody software used by BAM. Ex.
8, BAM’s Supp. Response to Interrogatory No. 6 (Nov. 20, 2023). The SEC does not explain
why it did not have “an opportunity to address that assertion,” in the nearly-three months since
BAM supplemented its interrogatory responses. Regardless, the SEC again moves the target of
expedited discovery by now demanding “evidence” that BAM’s control of the root account
excludes or limits BHL’s custody and control over the private keys and Customer Assets.

Moreover, the SEC is simply incorrect that BAM has not provided discovery concerning
the extent of BHL’s control over transfers. As discussed above, BAM has produced documents

and its witnesses have provided testimony under oath showing that BHL cannot transfer assets.
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See Ex. 30, Kellogg Tr. 148:9-17; 148:24-149:6; 150:24-151:1; 198:4-15; 199:24-200:18; Ex.
33, Zhang Tr. 132:21-133:2. The SEC relies on testimony from BAM’s clearing lead that he
occasionally contacted BHL personnel for technical assistance to insinuate that—contrary to all
other evidence produced in expedited discovery—BHL has control over asset transfers. But
BAM contacting personnel employed by its wallet software provider, BHL, does not amount to
ceding any control to that provider over customer assets, much less run afoul of the terms of the
Consent Order. The SEC has not provided a modicum of evidence that BHL controls customer
assets such that further burdensome discovery on this subject would be merited. Moreover, if the
SEC has further questions about BHL’s access with respect to asset transfers, it can ask BHL for
clarification at its upcoming deposition of a BHL employee.

3. No Further Discovery is Required with Respect to Control of BAM’s Cold
Storage and Staking Wallets

The SEC’s criticisms regarding discovery concerning BAM’s cold storage and staking
wallets are also unfounded. BAM facilitated a comprehensive inspection of its TSS system,
including a real-time asset transfer with BAM’s shardholders. During the inspection, BAM’s
personnel confirmed that no BHL employee acts as an administrator to the TSS Portal. BAM
then produced documents confirming that only BAM personnel are administrators of TSS and no
BHL personnel has an administrative role. Ex. 31, BAM_SEC LIT 00293277-283. The SEC
labeling these representations and documents “conclusory” does not justify interminably
extending “expedited” discovery to accommodate the SEC’s unsupported speculation concerning
control of the TSS system. All available evidence produced in discovery contradicts the SEC’s

speculative claims.
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4. BAM Provided Sufficient Discovery Concerning Its Employees Outside of
the United States

The SEC’s insinuation that BAM employees outside of the US exercise control over
customer assets is plainly false. The SEC understands the distinction between BAM’s clearing
lead requesting transfers from BAM’s cold wallets to its hot wallets and controlling customer
assets, but continues to attempt to blur that clear line. As the SEC now concedes, any transfer
from cold to hot wallets now requires the approval of BAM’s Head of Treasury (the clearing
lead’s supervisor) based in the United States and four of the seven shardholders, all of whom are
based in the United States. More specifically, the testimonial record confirms that BAM’s Head
of Treasury or CFO review and approve any transfer request before the shardholders are asked to
approve a request to transfer assets by BAM’s clearing lead. Moreover, the SEC’s suggestion
that the shardholders undertake a purely ministerial role is contradicted by the actual record. The
shardholders have testified that they engage in substantial diligence and exercise their
independent judgment before approving asset transfers. See, e.g., Ex. 29, Blodgett Tr. 107:1-4;
Ex. 32, Brennan Rough Tr. 76:24-77:7; Ex. 15, Fava Tr. 88-91.

The SEC’s unsupported suggestion that certain employees’ compensation structure
“raises questions as to the extent to which those employees are or can be influenced or controlled
by any of the Binance Entities,” does not merit the continued extension of expedited discovery.
The SEC continues to suggest that Boran is affiliated with Binance Entities in the face of
deposition testimony that an independent investigation confirmed that Boran is an independent
entity without any affiliation with BHL. See Ex. 29, Blodgett Tr. 74:17-76:1. More to the point,
Gerry Ho, BAM’s Head of Product referenced in the SEC’s filing, testified that he provides no
services to BHL and is not influenced or controlled by BHL and/or Mr. Zhao. He further

testified that he has no role with respect to customer assets. See Ex. 34, Ho Tr. 206:2-6 (no role
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“at all” with respect to BAM’s cold wallets; 206:20-23; 209:14-17 (No involvement in the key
shard process); 304:16-21 (no knowledge as to how BAM stores keys for customer deposit
wallets).

5. BAM’s Disclosures Regarding Controls Concerning Prohibited Transfers
Comply with the Consent Order

As noted above, BAM has sufficient controls in place the protect against prohibited
transactions under the Consent Order. The Shardholders testified that they engage in substantial
diligence before approving transactions. The testimony elicited from over a dozen depositions in
expedited discovery further confirms that BAM has taken substantial steps to ensure compliance
with the Consent Order. See, e.g., Ex. 29, Blodgett Tr. 121:5-9; 122:9-16; 48:19-49:1; 50:1-16;
Ex. 30, Kellogg Tr. 196:2-12; 214:25-215:12; 349:6-350:17; Ex. 33, Zhang Tr. 132:21-133:2.

6. The SEC’s New Requests Exceed the Scope of the Consent Order

The SEC’s new requests for information concerning the deletion or destruction of any
Private and Administrative Keys or copies thereof that do not currently control BAM’s wallets
and “current lists of its hot and cold wallets upon request” are outside the scope of the Consent
Order and demonstrate the SEC’s continuing whack-a-mole approach to this purportedly
expedited discovery process. Likewise, the “accounting information” the SEC requests relates to
(1) a purported discrepancy regarding non-material amount of corporate assets and (2) transfers
involving Sigma Chan, which BAM has already explained to the SEC.

* * *

The additional discovery the SEC seeks over 8 months into “expedited” discovery far
exceeds the bounds of the Consent Order and the Federal Rules of Evidence. In particular, the
SEC’s request for a 30(b)(6) deposition is unduly burdensome, particularly in light of the 12 fact

depositions of BAM employees, substantial document productions, and written interrogatory
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responses addressing all of the issues raised in the SEC’s submission. There is also no
justification for additional depositions given that after 8 months of discovery, the SEC still has
not identified the slightest evidence that BAM’s customer assets are not secure or have been
misused or dissipated in any way. BAM respectfully submits that the Court declare that
expedited discovery has ended as to BAM.

II. Binance/Zhao-Related Discovery

A. The SEC’s Position

1. Document Productions

The Court gave straightforward directives to BHL’s counsel at the last status conference.
It made clear that BHL should produce evidence relating to BAM’s assertion that neither BHL
nor any other Binance Entity has possession, custody, or control over BAM’s Customer Assets
that address control both as a matter of (1) technical operation of software and services and (2)
control over individuals (through payments or otherwise) who operate the software. See, e.g.,
Ex. 10, Nov. 27, 2023 Hr’ing Tr. 93, 95, 97. The Court also directed BHL’s counsel not to
merely respond to the few examples or categories of documents the SEC was able to identify, but
to conduct a reasonable search and explain in the next report to the Court what categories of
documents it was able (or unable) to obtain through its purported ongoing searches. Id. at 99-
101. To date, BHL has not yet fully complied with these clear directives, and the SEC has
accordingly continued to press BHL and Zhao for expedited discovery to address these issues.

i. Documents Concerning the Operation of BHL Wallet Software and
Related Services

The SEC has continued to ask BHL for documents explaining the operation of its
software and related services that would support BAM’s and Binance’s assertions that BHL does

not have access to or the ability to transfer Customer Assets, including custody, control of, or
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access to the private keys that control those assets. To date, BHL has produced or offered to
consider producing only a handful of categories of documents, none of which would appear to
address the core underlying issues.

Service Contracts: In response to the SEC’s requests for documents demonstrating how
its wallet software operates, BHL has produced service agreements between BHL and BAM.
Needless to say, preexisting contractual terms do not explain the relevant issues of technical
operation and access under the Consent Order, and BHL’s reliance on these agreements here is
especially problematic since BAM has disclosed to its own auditor the parties’ past disregard of
contractual terms on the precise issue of BHL’s custody over Customer Assets. See Ex. 35, Aug.
18, 2023 BAM Ltr. (explaining that the Wallet Custody Agreement with BHL “was legally
binding” but acknowledging that “the custodial arrangement of the parties was not implemented
pursuant to the terms described”).

SOC Reports: BAM’s counsel and witnesses have referred to a System and Organization
Controls (“SOC”) report that BHL provided and which BAM’s CISO claimed to have relied
upon in assessing BHL’s handling of BAM’s Customer Assets. See, e.g., Ex. 6, Kellogg Depo.
Tr. 77:2-19. BHL has produced two SOC reports (Type 1 and Type 2), and they relate to
supposed controls for a completely different entity (called “Block Technologies™) for assets
apparently held in AWS servers located in Ireland and Sweden. See Ex. 36, BHL-SEC-DDC-
00000101 (SOC Report as of Aug. 1, 2022); Ex. 37, BHL-SEC-DDC-00000152 (SOC Report
covering Aug. 1, 2022, to Oct. 31, 2022). The SEC has asked BHL once again to confirm
whether BHL engaged a third party to assess the software implementation that actually hosts
BAM’s assets and ensures they are secure, as the CISO requested from BHL (but never got a

response) and to produce any such reports. Ex. 6, Kellogg Depo. Tr. 314:9-316:18.
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Public Source Code: In a meet-and-confer call last November, counsel for BHL stated
that it would consider directing the SEC to public, open-source code that BHL apparently uses in
some form to implement the wallet custody software instance holding BAM’s Customer Assets.
The SEC noted that such code might be helpful in understanding the underlying technology at
issue, though it would require additional information regarding modifications BHL may have
made to the public source code and the layers of applicable infrastructure to meaningfully
address BAM’s and BHL’s assertions about custody, control, and access. BHL has still not
taken a position on whether it is willing to direct the SEC to the public source code (which
necessarily would present no burden or confidentiality issues). During a recent meet and confer,
counsel for BHL stated they would confirm whether they are willing to produce this public
source code, and the SEC reiterated its request for information reflecting modifications, noting it
reserved all rights and would follow up on this issue once it had an opportunity to review the

public source code.

BHL’s counsel has stated that there is no “definitive guide to how everything works,” Ex.
10, Nov. 27, 2023 Hr’ing Tr. 50, but of course the SEC does not need, and is not seeking, all the
answers in one document. The issue is simple: over a billion dollars of BAM’s assets and
Customer Assets are being held in BHL’s infrastructure and controlled by BHL’s systems and
software that remain a black box. Indeed, as described above, multiple BAM witnesses have
expressed ignorance about the wallet software, back-end operations, and how BAM systems
interact with the BHL wallet software and the private keys, and they have confirmed their

reliance on BHL with respect to such issues.
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Given the purpose of the Consent Order, BHL must produce documents that, as a
technical matter, support its claim that BHL does not have custody, control, or access to the
private keys that control the Customer Assets held through that software and demonstrates the
assets are secure and exclusively within BAM’s custody and control. If no such documents
exist, BHL must confirm that troubling fact in writing. While the SEC is hopeful that BHL
witnesses will address many of these issues (discussed below) the SEC objects to the practice of
withholding relevant documents prior to depositions so that the SEC is hamstrung in
understanding and testing assertions from defendants’ witnesses. See Ex. 10, Nov. 27, 2023
Hr’ing Tr. 57 (Court noting need for documents in preparing for upcoming depositions).

ii.  Payments to BAM Personnel by Binance Entities

As noted above, expedited discovery has revealed that Binance Entities directly or
indirectly provide substantial compensation for numerous BAM employees. Thus, the SEC has
requested that BHL and Zhao produce documents sufficient to identify any compensation,
including in crypto assets, made directly or indirectly by any Binance Entity to a BAM employee
while such person was a BAM employee. The SEC also requested that BHL and Zhao search for
and produce any communications concerning this compensation. In BHL’s response, it offered
to search only for documents sufficient to show payments made by BHL to BAM employees
from June 1, 2023 to the present. But the SEC maintains that BHL and Zhao must both produce
documents sufficient to identify all payments made by, or for the benefit of, any Binance Entity,
which includes any entity affiliated with Zhao, to BAM employees for the entire time period any
BAM employee received such payments, to understand the full scope of this arrangement. This
request is not burdensome, or whatever burden it poses is proportional to the specific need in this

case of identifying who controls billions of BAM Customer Assets, and it is critical to
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understanding the nature of the relationship between the Binance Entities and the BAM
employees receiving such payments. For example, even if Binance Entities made payments to
BAM employees before the Consent Order, they may be of such a significant nature or amount
that they continue to affect these employees’ independence in working for BAM. And BHL’s
and Zhao’s production should also include communications relating to these payments, which
may shed light on, among other things, why these payments were made. The SEC further
submits that the time period for communications relating to these payments should start from
when any such employees began working with or for BAM, or at a minimum from January 1,
2023 to the present, if BHL sufficiently demonstrates that the burden of such a search would be
disproportional to the needs of the case. The parties have met and conferred on these issues and
appear to be at an impasse at least as to the time period relevant to this request, and potentially as
to the SEC’s request for related communications.
iti. ~ Communications Between BAM and BHL Relating to the Consent Order

There is no real dispute that BAM employees have communicated with Binance Entities
on issues critical to the issue of BHL’s control of BAM’s corporate and Customer Assets. For
example, BAM’s Head of Clearing testified that he communicated with Chen of BHL regarding
transferring shard devices to BAM personnel in the United States and requesting access for BAM
employees to obtain access to the TSS system. See Ex. 9, Zhang Depo. Tr. 133:7-135:22. On
January 11, the SEC requested several key categories of communications, from March 1, 2023,
to the present, including communications: (1) concerning the possession, security, custody,
control, segregation, transfer, encumbrances, and/or withdrawal of BAM’s corporate or
Customer Assets between BAM personnel and Zhao, Chen, or any other employees of or

affiliated with BHL that are responsible for providing wallet, engineering, and clearing support
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to BAM; (2) reflecting notes or investments between Zhao or his affiliates and BAM; and (3)
between Sigma Chain and any BAM employee. With its requests, the SEC also identified
relevant testimony from BAM witnesses describing communications with BHL personnel in
these categories.

BHL responded on February 7, 2024, and agreed to search the wallet services chat group
over a BHL-created service called “Wea,” from June 1, 2023, to the present, for messages
between BHL and BAM personnel concerning the security and control of BAM customer assets,
but has yet to produce any responsive documents or indicate in writing that none exist. See Ex.
38, Feb. 7, 2024 Mendro Ltr. In a separate letter dated February 8, 2024, BHL has otherwise
objected to the SEC’s communications requests as overbroad, but neither BHL nor Zhao have
offered a proposal for narrowing the scope of these requests. Nor did BHL respond to the SEC’s
request for communications outside of the Wea group chat.

The SEC’s position is that BHL should produce communications, including on the Wea
platform and other platforms, concerning the possession, security, custody, control, segregation,
transfer, encumbrances, and/or withdrawal of BAM’s corporate or Customer Assets, from at
least June 1, 2023, to the present so that the SEC can better understand the full scope of
involvement by BHL and Zhao, and any related entities, including Sigma Chain, in any aspect of
BAM’s corporate or Customer Assets. The parties have recently met and conferred concerning
the scope of these requests, and the SEC understands that BHL is considering the SEC’s position
on these requests for communications.

2. Depositions

As the parties reported in the last status report, BHL has tentatively agreed to produce a

technical fact witness to address questions concerning issues regarding access to BAM’s
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corporate and Customers Assets discussed at the last hearing. Jan. 25, 2024 Joint Status Report,
at 5. The parties have tentatively scheduled the deposition for February 29.

The SEC has reiterated that the scope of the deposition is defined by the Consent Order.
BHL has identified topics to be addressed during the deposition, such as the services that BHL
provides in support of the BAM Hot Wallet System, including as to “stuck” assets, and has
represented it has identified a witness knowledgeable on these issues. The SEC has asked for the
witness’s name and expedited production of relevant discovery to be able to sufficiently prepare
and ensure there are no issues it needs to raise with the Court in advance of the deposition. BHL
has not agreed to move forward with the deposition (or even to provide the witness’s name) until
the parties agree on confidentiality terms. The SEC’s position is that there should be one Court-
approved protective order governing all discovery in the case to ensure consistency in scope,
applicable terms, and the Court-approved process for use of the information in court filings and
proceedings and has asked BHL to propose terms in the current draft proposed protective order
to address its concerns. The parties recently met and conferred on this issue. BHL has proposed
an updated draft of the protective order to incorporate issues relating to this deposition, which the
SEC is considering. The SEC is hopeful that this issue is resolved soon because the protective
order has been delayed for many months and should not be a basis to hinder discovery.

In addition, the SEC noticed additional witnesses, including Chen and other BHL
personnel who are involved in the issues relevant to the Consent Order. Although the SEC has
agreed to begin with the technical fact witness and to proceed with other witnesses as needed
from there, the SEC has asked BHL to propose dates and locations for the additional noticed
witnesses to avoid unnecessary delays in scheduling these depositions, which involve personnel

outside the United States. BHL has thus far refused this request.
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The SEC has also noticed Zhao’s deposition. Zhao has taken the position that a
deposition of Zhao is unnecessary given that “Zhao has stepped down as CEO and no longer has
a role in operating or managing BHL’s business.” Ex. 1, Feb. §, 2024 Ltr. The SEC disagrees
that Zhao’s change in position obviates the need for his deposition in light of Zhao’s continued
financial relationship with both BAM and BHL; however, the SEC is prioritizing other
depositions and discovery while reserving all rights concerning the deposition and any other
discovery as to Zhao.

B. BHL’s and Mr. Zhao’s Position

BHL and Mr. Zhao write briefly to apprise the Court of the status of expedited discovery,
which they understand to be the purpose of the Joint Status Report. Despite submitting 22 pages
of argumentative briefing (more akin to a summary judgment motion), the SEC largely confirms
that the parties are working cooperatively to resolve the SEC’s discovery requests and that there
is no issue that requires intervention by the Court at this time. For example, as the SEC
acknowledges, BHL has agreed to confirm whether there are any additional relevant SOC
Reports; agreed to look into how the open source code could be efficiently produced; agreed to
produce Wea chats most relevant to SEC’s requests and to consider the SEC’s request for
additional communications; and agreed to search for records relating to compensation paid to
BAM employees (and is still considering the appropriate timeframe). As discussed below, BHL
also has agreed to make a witness available to testify on many topics that are central to the SEC
requests and has worked in good faith to schedule the deposition this month.

1. BHL Document Productions

As explained by the SEC, BHL continues to meet and confer with the SEC regarding its
document requests. Following the September 18 hearing, the SEC served new document

requests on BHL on October 5, 2023 and January 11, 2024. Despite its objections regarding the
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relevance and scope of the requests, BHL agreed to conduct a reasonable search for and produce
non-privileged chats between BHL and BAM personnel relating to wallet services, from June 1,
2023 to present; BHL anticipates producing these documents before the next Status Conference.
BHL also agreed to search for documents sufficient to show any compensation paid by BHL to a
BAM employee from June 1, 2023 to present (and, at a recent meet and confer, BHL agreed to
consider the SEC’s request for an expanded time period).

Certain of the SEC’s January 11, 2024 requests were addressed jointly to BHL and Mr.
Zhao. Mr. Zhao joined BHL’s objections to those requests and has informed the SEC of his
position that BHL’s agreement to search for responsive documents adequately addresses any
request directed to both BHL and Mr. Zhao.

2. Deposition Testimony

BHL has offered to produce a witness who can testify about the services that BHL
provides in support of the BAM Hot Wallet System and the issue of “stuck” assets. BHL offered
February 8 for the deposition, and the parties coordinated scheduling and other logistics—
including the inter-agency process—and the deposition is now tentatively scheduled for February
29.

The SEC has also asked to schedule Mr. Zhao’s deposition. Mr. Zhao has objected to
this request based on the SEC’s failure to provide a credible basis for deposing Mr. Zhao
pursuant to the Consent Order. Not only has Mr. Zhao stepped down as CEO, he no longer has a
role in operating or managing BHL’s business. Moreover, he has stepped down from his prior
role as a BAM director. Furthermore, none of the discovery taken to date suggests that Mr. Zhao
has unique knowledge that would justify even a very focused discovery request to Mr. Zhao, let

alone the SEC’s request for a deposition. This undisputed factual record exposes the motivation
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underlying the SEC’s request for Mr. Zhao’s deposition: an improper desire to conduct merits
discovery under the pretext of the Consent Order.

I11. Proposed Protective Order

The parties continue to negotiate a proposed protective order and anticipate that

Defendants will file a proposed order with the Court by next week.
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(3) BAM’s presentation of the TSS Portal / SuperCold App and certain related features and
functions was limited to portions of the software interface that did not include a
demonstration of how a whitelisted address would be added to the TSS Portal or
incorporated as a control to ensure transfers only to whitelisted addresses. Thus, the
presentation seemed to confirm that BAM only has access to the software interface to
request transfers and approve transfers through the key shards, and that BAM lacks
access to, or has information about, the underlying software, how whitelisting works,
how the shard devices control the private keys, or the personnel involved in the
development, operation, and change management of the software.

(4) BAM did not present any information concerning access and rights to the TSS Portal,
including identifying personnel who can initiate transfers and whitelisting, and the extent
to which Heina Chen, a senior BHL employee, or any other BHL employee has access or
rights with respect to this software.

I1. BAM Either Does Not Know or Refuses to Answer Key Questions As To Whether It
Has Sole Custody and Control of Customer Assets

Despite BAM’s claim that it has completed its obligations in expedited discovery, BAM
has not produced evidence demonstrating that it has sole custody and control of Customer
Assets, and the sole ability to transfer those assets as required by the Consent Order. The SEC
has repeatedly explained these outstanding issues, both to BAM and to the Court. At this stage,
it is unclear if BAM is unwilling or unable to address these issues, but in the interests of
resolving these outstanding issues absent Court intervention, we will identify them once more.

First, BAM has not explained how its systems interact with BHL s wallet software, or
identified the personnel with access to its systems to ensure that BAM has sole custody and
control over Customer Assets, and the sole ability to transfer these assets. BAM maintains it has
exclusive control of its hot and customer deposit wallets and related transfers through its PNK
system and exclusive control of its staking and cold wallets and related transfers through the TSS
portal and its seven TSS key shards. Yet discovery to date reveals that BHL plays critical roles
as to the systems and software governing BAM’s Customer Assets and related transfers.

As to BAM’s customer deposit and omnibus hot wallets, the private keys that control the
wallets and transfers are maintained in a BHL AWS environment that BAM cannot access. See
Erik Kellogg Depo. Tr. 199. And BAM has provided no evidence concerning how PNK
interacts with the private keys and wallet software, or that substantiates its assertion that BHL
cannot access and control those keys, wallets, or otherwise transfer these assets. Rather,
discovery has revealed that, when BAM has experienced issues executing an asset transfer, BHL
personnel needed to intervene, and Tao Zhang, BAM’s head of clearing, could not explain what
BHL did to effectuate the movement of assets. See Tao Zhang Depo. Tr. 73-74. Further, while
BAM purportedly relies upon asset threshold configurations to control the movement of assets
from deposit wallets to hot wallets to cold wallets, BAM has not provided information
concerning controls to prevent manual transfers of Customer Assets.

As to BAM’s staking wallets and cold wallets, discovery has revealed that BAM has only
a surface-level interaction with the TSS software, and BAM witness has testified that BAM lacks
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further access or information about how the software operates, including control of Customer
Assets and related transfers. See, e.g., Kellogg Depo. Tr. 75, 106-110. Further, BAM has relied
on its process of whitelisting wallets, see June 12, 2023 Kellogg Decl. 9 33.b, Dkt. No. 42, but it
has not produced any evidence—during the inspection or otherwise—to demonstrate that BHL
has no control over the whitelisting process, or did not have the ability to circumvent this control.
Rather, discovery has identified Heina Chen as the administrator of the TSS Portal involved with
BAM’s key shard devices. See, e.g., Zhang Depo. Tr. 133; Katrina Fava Depo. Tr. 72-76. And
to the extent these circumstances may have changed, BAM has not explained how and when
these changes occurred.

Further, even as to the PNK and TSS systems through which BAM claims to control
Customer Assets and related transfers, BAM has not demonstrated it has exclusive access to and
control over these systems as required under the Consent Order. See Consent Order §§ I-11.
Expedited discovery instead has revealed that BHL employees have recently accessed BAM’s
TSS Portal. See BAM_SEC_LIT 00005075. And PNK access logs evidence PNK access by
several individuals with email addresses that have a “binancecf.net” domain name, and BAM has
refused to provide information concerning this domain name. See BAM SEC LIT 00005052.
In addition, BAM has refused to produce evidence concerning current access rights to its
relevant systems. Thus, BAM has still not reconciled BHL’s pervasive involvement with the
relevant software and systems with BAM’s position that it has exclusive custody and control of
Customer Assets, and that BHL cannot transfer or otherwise control BAM’s Customer Assets.

Second, BAM has not explained why BAM employees outside the United States are
controlling transfers of Customer Assets and/or receiving payments from Binance Entities.
Discovery has demonstrated that Tao Zhang, a former BHL employee located outside the United
States, is the only BAM employee that initiates requests through the TSS portal to whitelist
wallets or conduct asset transfers or staking operations. Zhang Depo. Tr. 115; Christopher
Blodgett Depo. Tr. 105. Although BAM claims its TSS key shardholders are currently within
the United States, Zhang’s role in directing transfers raises questions as to whether all transfers
of Customer Assets are solely under the direction of and controlled by BAM employees in the
United States.

Discovery has also revealed that key employees involved in BAM’s operations, including
those involved in managing Customer Assets, receive payments directly or indirectly from BHL.
BAM has represented that certain BAM employees receive an “allowance that is currently being
paid by an entity affiliated with BHL.” Nov. 20, 2023 Beville Ltr. The fact of these payments
was evidenced in the testimony of Gerry Ho (BAM’s Head of Product), who admitted he
received hundreds-of-thousands of dollars per year through several payments made directly or
indirectly by BHL, including that BHL conducts performance reviews that dictate his bonuses.
See Ho Depo. Tr. 69; 84-87; 123-130. Ho also knew of about 10 additional employees who were
similarly compensated, Ho Depo. Tr. at 154, and Rose Gao (Director of Operations) confirmed
she was one of them. Rose Gao Tr. 62-66. Further, numerous employees working on the
Binance.US Platform, including Zhang, currently receive substantial compensation from a
company called Boran, see Zhang Depo. Tr. 106-07, and BHL has made payments to Boran
employees who were working on the Binance.US Platform, which BAM reimbursed BHL
through Sigma Chain, a Zhao-controlled entity. See, e.g., Mar. 4, 2022 Grant P. Fondo Ltr.;
Depo. Ex. 102. This evidence raises questions as to the extent to which BAM employees are
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influenced or controlled by BHL and/or Zhao for purposes of compliance with the Consent
Order. Nevertheless, BAM has refused to produce any further discovery on this issue.

Third, BAM has not identified sufficient controls to ensure there are no prohibited
transfers under the Consent Order. The SEC has asked BAM witnesses to explain how BAM is
monitoring for compliance with the Consent Order, and they have failed to explain how they
review requests to whitelist wallets or other transactions to ensure no Binance Entity has
custody, control, or the ability to transfer Customer Assets. See, e.g., Sara Sisenwein Depo. Tr.
112,206. BAM’s key shardholders have testified that they do not conduct due diligence before
approving transfers, including that they simply rely on Zhang. See, e.g., ﬂ Depo.
Tr. 54, 64;_ Depo. Tr. 251-57; Depo. Tr. 88-90, 95. Further, although some
shardholders identified that Sara Sisenwein currently reviews transactions, Sisenwein testified
that she had not reviewed a list of BHL- or Zhou-affiliated entities that would enable her to
determine whether transactions were prohibited by the Consent Order. See Sisenwein Depo. Tr.
101-04, 206-07. In fact, despite repeated requests, BAM has not provided a list of Binance
Entities for which it is monitoring for prohibited transactions and control of Customer Assets to
ensure compliance with the Consent Order.

I11. New Wallet Information

In addition, BAM has not provided sufficient information to the SEC to demonstrate its
compliance with specific provisions of the Consent Order relating to its creation of new crypto
asset wallets and deletion or destruction of certain Private and Administrative Keys.

First, pursuant to Section I1.2 of the Consent Order, within 14 days of entry of the
Consent Order, BAM was required to begin to establish new wallets with new private and
administrative keys, and to transfer all Customer Crypto Assets to the new wallets within the sole
possession, custody, and control of BAM personnel located in the United States. Counsel for
BAM represented to the SEC that the establishment of new wallets referenced in various
communications dated after the Consent Order was not part of the process to establish new
wallets under the Consent Order, but BAM has not provided any additional information. Please
provide the information required under this provision. This should include information on the
deletion or destruction of any Private and Administrative Keys or copies thereof that do not
currently control BAM’s wallets pursuant to the Consent Order, including shards that were not
transferred to the United States. See Consent Order § 11.1.

Second, Section I1.5 of the Consent Order requires BAM to provide the SEC with current
lists of its hot and cold wallets upon request. Please confirm that the list BAM previously
produced remains current, or otherwise provide an updated list.

IV.  Outstanding Accounting Information

There are also a few open questions as to whether BAM has complied with the
accounting requirements set forth in Section IV of the Consent Order.

First, BAM has still not explained the discrepancy noted in the SEC’s November 17,
2023 email requesting additional information concerning certain crypto assets. BAM responded
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that it was willing to “explore any perceived discrepancies,” but has not since responded to the
SEC’s follow-up questions. Please let us know when we should expect a response.

Second, BAM provided information concerning transfers between BAM and Sigma
Chain subsequent to the Consent Order. We have tried to verify BAM’s information via the
blockchain, but have been unable to do so. Thus, we ask that BAM provide additional
information concerning those transfers, including wallet addresses and transaction IDs.

Third, please provide a status update on the production of supplemental deposit wallet
information to associate the deposit wallets with the User IDs that has been pending since at least
November 2023.

skeksk

In sum, BAM has not completed its obligations under the Consent Order. Among other
things, the SEC is entitled to additional discovery to ensure BAM’s compliance with the Consent
Order. Our December 22, 2023 letter sought to address these issues, and BAM’s January 23,
2023 response stating an unwillingness or inability to address these outstanding discovery
obligations is troubling given the questions that remain. Thus, the SEC requests that BAM
address the outstanding items to avoid the need for Court intervention. Given the upcoming
status report and Court hearing, we request that you respond by Monday, February 12. We are
available to meet and confer, if necessary.

Respectfully,

s/Matthew Scarlato

Cc: Counsel of record
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MATTHEW LAROCHE
Partner
55 Hudson Yards | New York, NY 10001-2163
T: +1 (212) 530-5514
mlaroche@milbank.com | milbank.com

January 23, 2024
VIA EMAIL

Jennifer L. Farer

Matthew F. Scarlato

Senior Trial Counsel

Division of Enforcement

U.S. Securities and Exchange Commission
100 F. Street, NE

Washington, DC 20549

Re:  SEC v. Binance Holdings Limited et al., No. 1:23-cv-01599 (ABJ)
Dear Counsel:

We write on behalf of BAM Trading Services Inc. (“BAM Trading”) and BAM
Management US Holdings Inc. (“BAM Management” and collectively, “BAM”) in response to
the SEC’s December 22, 2023 letter. As set forth below, BAM has completed its search for
documents in expedited discovery, including in response to the SEC’s September 21, 2023 requests
(the “September Requests”), will make one final production of slack communications by next
week, and does not agree to search for additional documents as requested in the SEC’s letter.

The SEC’s letter identified 14 “pending requests” that it claims are “plainly responsive” to
its existing expedited discovery requests. BAM previously produced documents responsive to
many of these requests, including (i) Bullet 5, which seeks communications involving a BAM
employee and  Binance’s wallet  team (BAM_SEC LIT 00016707 through
BAM _SEC LIT 00017482); (ii) Bullet 7, which seeks the key shard standard operating
procedures (BAM_SEC LIT 00000019 through BAM_SEC 00000021,
BAM _SEC LIT 00005304 through BAM_SEC LIT00005308); (iii) Bullet 8, which seeks
communications involving shardholders and a BAM employee (BAM_SEC LIT 00005491
through BAM _ SEC LIT 00008906; BAM SEC LIT 00008912 through
BAM_SEC_LIT 00008943); and (iv) Bullet 12, which seeks certain account opening documents
(BAM_SEC LIT 00001131 through BAM_SEC LIT 00001155; BAM_SEC LIT 00004997
through BAM_SEC_LIT 00005035; and BAM_SEC_LIT 00005036 through
BAM_SEC _LIT 00005063).

MILBANK LLP
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LONDON | MUNICH | BEIJING | HONG KONG | SEOUL | SINGAPORE | TOKYO
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BAM does not agree to search for additional documents in response to the SEC’s 14
pending requests. For over the past six months, BAM has worked in good faith to respond to the
SEC’s exceptionally broad expedited discovery requests and unsubstantiated concerns related to
asset custody. BAM has produced thousands of documents about every conceivable aspect of its
asset custody practices; provided a verified accounting; responded to dozens of interrogatories and
supplemented those interrogatories; submitted numerous declarations and certifications under oath
concerning its asset custody practices and compliance with the Consent Order; provided the SEC
with a monthly report summarizing its expenses by category; and facilitated the SEC’s inspection
of multiple shard devices and other systems. The SEC has also deposed a dozen witnesses during
expedited discovery, and obtained extensive discovery (including documents and deposition
testimony) from third parties.

As a result, any additional discovery would far exceed the bounds of the Consent Order
and the Federal Rules of Evidence. This is particularly the case given how much harm and burden
the SEC’s TRO and approach to expedited discovery has inflicted on BAM. See, e.g., Blodget
Dep. Rough Tr. 136:3-142:9 (Dec. 15, 2023); Nov. 27, 2023 Conf. Tr. at 29:8-33:1.

As to the remaining requests in the SEC’s letter, (i) after BAM’s forthcoming production,
BAM will have produced all remaining documents in response to the September Requests and
does not intend to make additional productions of Board materials; (ii) Nana Xing was employed
by Binance.US between January 30, 2023 and September 30, 2023; (iii) BAM declines to provide
additional information concerning the Aegis accounts, which, as witnesses testified, do not hold
customer assets; (iv) BAM is not undertaking to identify the documents embedded or linked to the
documents identified on page 4; and (v) BAM declines to provide a “written response” for each of
the September Requests.

Yours sincerely,
%f 24
Matthew Laroche

cc: Counsel of record
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MATTHEW LAROCHE
Partner
55 Hudson Yards | New York, NY 10001-2163
T: +1 (212) 530-5514
mlaroche@milbank.com | milbank.com

February 13, 2024
VIA EMAIL

Jennifer L. Farer

Matthew F. Scarlato

Emmett J. Murphy

Elisa S. Solomon

Senior Trial Counsel

Division of Enforcement

U.S. Securities and Exchange Commission
100 F. Street, NE

Washington, DC 20549

Re:  SEC v. Binance Holdings Limited et al., No. 1:23-cv-01599 (ABJ)
Dear Counsel:

We write on behalf of BAM Trading Services Inc. and BAM Management US Holdings
Inc. (collectively, “BAM”) in response to the SEC’s February 8, 2024 letter. BAM is disappointed
and troubled by the SEC’s letter, which contains numerous misleading and, at times, false
statements concerning expedited discovery, omits material information concerning BAM’s
document productions, and otherwise identifies issues that the SEC has known about for almost a
year and BAM has addressed repeatedly. BAM has grave concerns that the SEC is not evaluating
in good faith whether BAM’s customer assets are secure and available for withdrawal—the core
purpose of expedited discovery under the Consent Order—but rather is seeking to harass, cause
unnecessary harm, and needlessly increase the cost of litigation to BAM. BAM’s concerns are
only heightened by the fact that, after almost 8 months of expedited discovery, the SEC still has
not identified the slightest evidence that BAM’s customer assets are not secure or have been
misused or dissipated in any way, and BAM has enhanced the security of its asset custody practices
since this case began.

BAM also strongly disagrees with the SEC’s claim that “BAM has repeatedly sought to
delay or refuse to provide basic information evidencing BAM’s compliance with the Consent
Order.” Ltr.at 1. As you know, since June 2023, BAM has gone above and beyond its obligations
to provide “limited” expedited discovery pursuant to the Consent Order by responding to the SEC’s
exceptionally broad requests and unsubstantiated concerns related to asset custody. BAM has

MILBANK LLP
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produced thousands of documents about every conceivable aspect of its asset custody practices;
provided a verified accounting; responded to dozens of interrogatories and supplemented those
interrogatories; submitted numerous declarations and certifications under oath concerning its asset
custody practices and compliance with the Consent Order; provided the SEC with a monthly report
summarizing its expenses by category; and facilitated the SEC’s inspection of multiple shard
devices and key systems involving customer assets. The SEC has also deposed a dozen witnesses
during expedited discovery, and obtained extensive discovery (including documents and
deposition testimony) from third parties.

The SEC appears to be unwilling or unable to review this voluminous record objectively
and confirm what BAM has stated since this matter began—BAM’s customer assets are secure
and available for withdrawal. To the contrary, the SEC’s letter demonstrates that it has ignored or
failed to review evidence provided by BAM that answers questions the SEC claims are still open.
The SEC also has consistently moved the goal posts during expedited discovery (indeed, the SEC’s
letter makes yet more new requests) and spent months exploring issues that are irrelevant to
whether BAM’s customer assets are secure. The SEC also seeks to impose additional and
unnecessary burdens on BAM, such as demanding “written responses” to over 70 discovery
requests even though BAM has already responded in writing on several occasions and doing so
again on a request-by-request basis would not assist the SEC in evaluating whether BAM’s
customer assets are secure.

Beyond that, the SEC’s letter reflects its erroneous view that BAM must provide every
conceivable document and piece of information relating to customer assets to comply with its
expedited discovery obligations set forth in the Consent Order. Expedited discovery is intended
to be “limited in scope to requesting specific records or information” that bear on a particular issue,
and the burden for the defendants to comply with expedited discovery should be “low, such as
responding to only one or a few discovery requests.” See Attkisson v. Holder, 113 F. Supp. 3d
156, 162 (D.D.C. 2015). The SEC’s approach and expectations are exactly the opposite. Not only
has the SEC demanded that BAM respond to over 70 discovery requests, over 20 interrogatories,
and sit for a dozen depositions, but the SEC also now demands that BAM disprove every potential
concern that the SEC has conjured up about BAM’s asset custody practices in the face of zero
evidence suggesting improper asset custody practices at BAM. BAM has no obligation to do so
to comply with the Consent Order.

Against this backdrop, any additional discovery would far exceed the bounds of the
Consent Order and the Federal Rules of Evidence. This is particularly the case given how much
harm the SEC’s motion for a temporary restraining order and approach to expedited discovery has
inflicted on BAM. As a direct result of the SEC’s unsubstantiated assertions that BAM’s
customers’ assets are at risk, BAM has had to reduce its workforce by hundreds of full-time
employees; BAM’s existing banking partners limited or effectively ended their relationships with
BAM; and BAM’s active trading users have fled the platform. See, e.g., Blodgett Dep. Tr. 145:3-
155:17 (Dec. 15, 2023); Nov. 27, 2023 Conf. Tr. at 29:8-33:1.
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For these reasons, and those below, BAM strongly objects to continuing expedited
discovery.

I THE SEC’S INSPECTION OF BAM’S SYSTEM COMPLIED WITH THE
CONSENT ORDER

The SEC’s description of the January 23, 2024 inspection is misleading and omits much of
what actually happened during the inspection.

By way of background, BAM devoted significant resources to preparing for the inspection,
which involved multiple meetings with BAM personnel across several groups, including
Information Security, Clearing, Legal, and Treasury. Although BAM attempted to work in good
faith with the SEC concerning the scope of the inspection, the SEC failed to meaningfully engage,
persistently tried to broaden the scope of the inspection, and otherwise made unreasonable
requests, including that BAM should undertake a packet-capture exercise, which would have
required BAM to cut a fiber optic cable in real-time during the inspection. While BAM did not
agree to all the SEC’s requests, it did make efforts to accommodate the SEC, including by allowing
the SEC to review source code during the inspection.

Ultimately, BAM facilitated the SEC’s comprehensive inspection that covered all material
aspects of its asset custody practice. As to PNK, the inspection included a detailed review of
controls for setting thresholds for automatic transfers between wallets and approving customer-
initiated external transfers, which the SEC identified as the primary issues for which it was seeking
the inspection. See Nov. 27, 2023 Hearing Tr. 10. BAM also changed the automatic transfer
threshold for a wallet in real-time, which resulted in on-chain activity between wallets, and then
showed the corresponding changes in BAM’s SQL database.

BAM also facilitated the SEC’s review of PNK’s change management platform, including
reviewing in detail how new software versions are deployed and software issues are addressed by
BAM personnel, as well as providing the SEC with access to PNK source code. The SEC also
reviewed BAM’s internal systems that control access rights to PNK and showed the process by
which BAM changes those access rights. The SEC also conducted an inspection of BAM’s TSS
platform. As part of that component of the inspection, BAM initiated an asset transfer with the
shardholders in real time. BAM personnel also answered numerous questions throughout the
inspection, except for a very limited few that were plainly beyond the scope of the inspection.

The SEC’s letter ignores the foregoing and does not explain why the inspection was
insufficient for purposes of the Consent Order. The SEC’s specific criticisms of the inspection are
meritless.

First, the SEC claims that BAM did not establish that it maintains control of customer
assets because it did not address how PNK interacts with BHL wallet software. This is incorrect.
During the inspection, BAM showed how its systems interacted with the wallet software in real-
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time. As explained above, during the inspection, BAM made changes to PNK thresholds for a
digital asset and conducted a TSS initiated transfer of a digital asset by shardholders. Both actions
resulted in asset transfers between BAM’s wallets (i.e., wallets operating on BHL’s software). In
any event, BAM’s inspection is only one aspect of the extensive expedited discovery that confirms
BAM has exclusive control of its assets within the meaning of the Consent Order. Moreover, if
the SEC’s complaint is that BAM did not conduct the packet-capture exercise, BAM’s CISO
already described that process during his deposition. See Kellogg Tr. 77:24-79:22; 80:7-24.

Second, the SEC criticizes BAM for not providing a real time “sample of current personnel
access and the scope of user rights to PNK.” But the SEC’s inspection showed the controls for
PNK access rights, including by reviewing the multiple systems and processes involved in
reviewing, approving, and modifying those rights. BAM also has already produced documents
reflecting who has access to PNK and confirmed that BHL personnel do not have access to it.
Multiple witnesses also testified under oath that BHL does not have access to PNK. See, e.g.,
Kellogg Tr. 140:19-141:1, 148:24-149:6; 151:2-5, 349:19-350:1; Blodgett Tr. 62:20-22; Brecese
Tr. 44:13-21, 45:5-13. The SEC does not explain why it needed a “real time” review of PNK
access rights.

Third, the SEC criticizes BAM for not showing the whitelisting process. BAM’s CISO
explained that he did not request access to the whitelisting feature for security reasons. Regardless,
BAM has provided extensive information on the whitelisting process, including through document
productions, depositions, and sworn declarations. See, e.g., Kellogg Decl. (ECF 42) at  36(b)
(“Adding a new whitelisted wallet requires the unanimous approval of all seven shard holders.”);
BAM’s Responses and Objections to First Set of Interrogatories at 14 (stating that the individuals
involved in the whitelisting process are those that hold the New Private and Administrative Keys);
BAM_SEC LIT 00000132 (showing that BAM employees are the holders of the New Private and
Administrative Keys).

Finally, the SEC argues that BAM “did not present any information concerning access and
rights to the TSS Portal.” This is false. During the inspection, BAM’s personnel confirmed that
no BHL employee acts as an administrator to the TSS Portal. And following the inspection, BAM
produced documents confirming that only BAM personnel are administrators of TSS and that no
BHL personnel has an administrative role. See BAM _SEC LIT 00293277-283.

I1. BAM HAS MORE THAN ADEQUATELY ADDRESSED THE SEC’S
QUESTIONS CONCERNING CUSTOMER ASSETS

BAM has provided extensive discovery concerning the custody and control of its
customers’ assets and repeatedly answered the SEC’s questions on these issues, including during
the inspection. In identifying certain issues as ‘“outstanding,” the SEC ignores and
mischaracterizes evidence that BAM has provided and points to inaccurate or outdated information
about how BAM’s systems work.
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BAM’s Systems Interaction with BHL. Wallet Software: BAM has repeatedly explained
how its systems interact with the wallet software and identified the BAM personnel with access to
those systems—the SEC has ignored the extensive record on those issues. Instead, the SEC claims
that BHL plays “critical roles” or has “pervasive involvement” concerning BAM’s customer
assets, but those assertions are based on false and material misrepresentations. For example, (i)
the SEC claims that “BAM cannot access” the AWS environment that houses the servers running
the wallet custody software used by BAM, but months ago BAM told the SEC that BAM’s CISO
is now the root administrator of that AWS environment (see BAM’s Supplemental Response to
Interrogatory No. 6 (Nov. 20, 2023)); (ii) the SEC claims that BAM provided “no evidence
concerning how PNK interacts” with BHL’s wallet software or showing that BHL cannot transfer
assets, but ignores extensive deposition testimony, document discovery, and the inspections of
BAM’s shard devices and other systems that address those topics (see, e.g., Kellogg Decl. (ECF
42) at 9 30; BAM_SEC_LIT _00005052-00005053 (access log for BAM’s PNK system); Kellogg
Tr. 148:9-17; 148:24-149:6; 150:24-151:1; 198:4-15; 199:24-200:18; Zhang Tr. 132:21-133:2);
(ii1) the SEC claims that BAM has not provided information concerning the controls to prevent
manual transfers of Customer Assets, but that is incorrect given the various documents that set
forth the policies and procedures concerning asset transfers and deposition testimony addressing
the same (see, e.g., Kellogg Decl. (ECF 42) at § 30(b)(iv); BAM_SEC LIT 00000001-00000018
(Binance.US Digital Asset & Custody Operations Policy); Kellogg Tr. 207:17-209:3; Blodgett Tr.
103:10-104:8); and (iv) the SEC claims that a BHL employee is the administrator of the TSS
Portal, but, as explained above, that is incorrect (BAM_SEC LIT 00293277-283).

The SEC is left citing limited testimony by BAM’s Clearing Lead that he occasionally
contacted BHL personnel for technical assistance concerning the wallet software, which is
unsurprising given that BHL is BAM’s wallet software provider. See Zhang Tr. 72-76. Although
this testimony does not in any way reflect “pervasive involvement” by BHL with respect to BAM’s
customer assets, the SEC can explore this issue in its upcoming deposition of a BHL employee.

BAM Employees Payment Arrangements: The SEC states that “BAM employees
outside the United States are controlling transfers of Customer Assets,” but that is, again, false.
The SEC has known since at least early- to mid-2023 that BAM’s Clearing Lead is able to request
transfers from BAM’s cold wallets to its hot wallets. However, any such transfer requires the
approval of BAM’s Head of Treasury (who is the Clearing Lead’s supervisor based in the United
States) and four of seven shardholders (all of whom are based in the United States). An employee’s
ability to request, but not approve, an asset transfer does not amount to controlling customer assets.

The SEC is also wrong to suggest that Boran, a payment processor based in China that pays
certain BAM employees, is affiliated with BHL. The SEC has presented no evidence to support
that assertion and otherwise ignores the information provided by BAM on this issue in expedited
discovery. BAM’s Chief Operating Officer testified that BAM determined, following an
independent investigation, that Boran is an independent entity without any affiliation with BHL.
See Blodgett Tr. 74:17-76:1. Moreover, while one BAM employee testified that he receives
payments indirectly from BHL, he explained that he provides no services to BHL and is not
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influenced or controlled by BHL and/or Mr. Zhao in any way. Regardless, that employee has no
role with respect to BAM’s customer assets. See Ho Tr. 206:2-6 (no role “at all” with respect to
BAM’s cold wallets); 206:20-23, 209:14-17 (no involvement in the key shard process); 304:16-21
(no knowledge as to how BAM stores keys for customer deposit wallets).

BAM’s Controls Concerning Prohibited Transfers: The SEC argues that BAM has not
identified sufficient controls to ensure there are no prohibited transactions under the Consent
Order, but this assertion is based on grossly misleading characterizations of the record. For
example, the SEC claims that the shardholders testified that “they simply rely on” BAM’s Clearing
Lead. In truth, the shardholders testified that they engage in substantial diligence and exercise
their independent judgment before approving asset transfers. See, e.g., ﬁ Tr. 107:1-4;

Rough Tr. 76:24-77:7; - Tr. 88-91. Moreover, before the shardholders are asked to
approve a request to transfer assets by BAM’s Clearing Lead, BAM’s Head of Treasury (or CFO)
have already reviewed and approved the request. See Sisenwein Tr. 144-145. Multiple witnesses
also testified concerning the steps taken to ensure compliance with the Consent Order. See, e.g.,
Blodgett Tr. 121:5-9; 122:9-16; 48:19-49:1; 50:1-16; Kellogg Tr. 196:2-12;214:25-215:12; 349:6-
350:17; Zhang Tr. 132:21-133:2.

III. THE SEC’S REMAINING ISSUES DO NOT JUSTIFY EXTENDING
EXPEDITED DISCOVERY

The SEC raises other issues that do not justify extending expedited discovery. The SEC
makes several new requests for information that exceed what is required under the Consent Order.
See, e.g., Ltr. at 5 (demanding that BAM provide “information on the deletion or destruction of
any Private and Administrative Keys” and “current lists of its hot and cold wallets upon request”).
As to “accounting information,” BAM declines to provide additional information concerning the
purported discrepancy identified in the SEC’s November 17, 2023 email, which relates to a non-
material amount of corporate assets, or additional information concerning transfers involving
Sigma Chain, which BAM has already explained.
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CONCLUSION

As detailed above, BAM has more than adequately complied with its obligations under the
Consent Order, and the SEC’s contentions otherwise are based principally on misleading and false
characterizations of the record. To the extent the SEC intends to present these claims to the Court,
BAM reminds the SEC of its obligations under Federal Rule of Civil Procedure 11 and that the
SEC’s desire to pursue this case cannot “interfere with its duty to be accurate and candid.”
Response to Order to Show Cause at 1, SEC v. Digital Licensing Inc. d/b/a Debt Box, No. 23 Civ.
482 (RJS) (DBP) (D. Utah Dec. 21, 2023).

Yours sincerely,

%/
Matthew Laroche

cc: Counsel of record
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

SECURITIES AND EXCHANGE
COMMISSION,

Plaintiff,
Civil Action No. 1:23-cv-01599

V.

BINANCE HOLDINGS LIMITED,

BAM TRADING SERVICES, INC.,

BAM MANAGEMENT US HOLDINGS, INC.,
and CHANGPENG ZHAO,

Defendants.

N N N N N N N N N N N N N

DECLARATION OF ERIK KELLOGG

Pursuant to 28 U.S.C. § 1746, I hereby declare as follows:

I. I am the Chief Information Security Officer (“CISO”) of BAM Trading Services,
Inc. (“BAM Trading”). I have held this role since March 2022. In that role, I am responsible for,
among other things, administering and managing the security of crypto assets held by BAM
Trading on behalf of its customers and for its own account.

2. I have over 25 years of experience working in the technology and cybersecurity
field. Much of this experience has involved developing and maintaining technology for financial
services companies including trading platforms, clearing agencies, institutional investment
managers, and proprietary trading firms. Over the course of my career, I have had direct
engagement with regulators, including the Securities and Exchange Commission (“SEC”), the
Commodity Futures Trading Commission, and the Federal Financial Institutions Examination
Council (“FFIEC”), regarding cybersecurity standards, governance, frameworks, and related

requirements.
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3. As set forth below, the crypto assets that BAM Trading custodies on behalf of its
customers are safe, secure, and within the sole possession, custody, and control of BAM Trading.

4. The following describes the state of BAM Trading’s custody arrangements as of
the date of this declaration. My understanding is that all of this information has already been
provided to the SEC Staff in connection with its investigation of BAM Trading.
L. CRYPTO ASSETS

5. Crypto assets (also known as “digital assets”) are a digital, encrypted, and
decentralized medium of exchange that is not reliant on a third party to verify transactions. Crypto
assets are also referred to as “tokens” or “coins.”

A. Crypto Asset Networks

6. Most crypto assets are built on distributed ledgers, generally known as
“blockchains.” Blockchains are shared and immutable ledgers that facilitate and record
transactions that occur for a respective crypto asset. The function of blockchain is analogous to
what we may traditionally think of as a database or accounting ledger. Most banks and other
financial institutions maintain records of customer holdings in an internal database, which they
updates to reflect new account activity. However, this ledger can be changed and its security
depends on the trustworthiness and capabilities of the chosen institution. In contrast, a blockchain
is an immutable record that relies on technological controls to securely verify transactions without
needing to know or trust the counterparty to a transaction or any other market participants. This
is, in part, due to the public nature of the blockchain, which reflects the current holdings and
historic transactions of every account (known as a “wallet”) that has been established on the
blockchain, which enables trustless verification mechanisms to determine if the parties to a

transaction actually hold the assets they are proposing to transfer.
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7. While the focus of my declaration will be on “public blockchains,” which as the
name indicates are accessible by anyone, it is important to note that there are certain permissioned
blockchains, that are only accessible by the persons that have been given specific access.

8. The principal difference between traditional database or accounting ledgers
maintained by entities such as banks or financial institutions and the blockchain is that the
blockchain is decentralized and transactions are facilitated without a centralized third party. For a
crypto asset transaction to be added to the blockchain, it must be validated by a party referred to
as a “validator,” which runs open-source software that implements the rules of the underlying
crypto asset protocol (referred to as a “consensus mechanism”) for determining whether a proposed
transaction is valid.

0. Once a crypto asset transaction is initiated, validators on the network verify the
transaction based on publicly available information. The verified transaction is then added to a
block—a collection of verified transactions—and the block is then added to the chain of verified
blocks. The recording of a transaction on the blockchain is sometimes referred to as occurring
“on-chain.” The blockchain is organized chronologically, with the most recent block at the
beginning, and the oldest block at the end. After the crypto asset transaction is approved, the
balances for the accounts (i.e., wallets) sending and receiving the crypto assets are increased or
decreased based on the transaction amount.

10. The combination of one or more crypto assets, the associated blockchain, and the
protocol for validating transactions and adding new blocks to the blockchain is considered a

“crypto asset network.”
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B. Consensus Mechanisms

11. As noted above, these transactions are validated using the consensus mechanism
that is embedded in the crypto asset network’s protocol. These consensus mechanisms require at
least two “validators” to review each proposed transaction to confirm that the transferring party
has the assets necessary to complete the transaction and to ensure that the assets have not already
been sent to another party (known as “double spending”). If the transaction is valid, it is included
in a new block recorded on the relevant blockchain.

12. The two main consensus mechanisms for approving crypto asset transactions are
“proof of work™ and “proof of stake.”

a. Proof of work, most famously associated with Bitcoin, requires the network
participants to confirm transactions by competing against each other by solving a mathematical
equation in order to produce new blocks in the blockchain. The entity that solves the question first
is awarded a newly minted crypto asset on the blockchain.

b. For a proof of stake consensus mechanism, networks require participants to
deposit (or “stake”) tokens to the network in order to obtain the right to validate transactions on
the network (or act as a “validator”), and earn fees for performing this service. The staked tokens
serve as collateral to incentivize accurate and efficient validation of transactions; networks
typically reward a validator for effective service with tokens as compensation (a “staking reward”)
and may punish a validator for ineffective service by seizing some of their staked tokens (referred
to as “slashing™). This process of depositing tokens to a network and acting as a validator is
commonly referred to as “staking.”

1. Any network participant can generally download the required open-

source software to act as a validator on a network.
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11. In addition, holders of crypto assets can “delegate” their tokens to a
validator in order to earn staking rewards. These validators may also be known as “node
operators.” The validator typically performs the technical transaction validation services on the
crypto asset network and earns staking rewards as compensation for performing this service. The
validator in turn provides the staking rewards to the holders of crypto assets whot “staked” their
tokens, minus a fee as compensation for its services.

1il. In these arrangements, the holders of the staked assets retain title
and custody of their tokens. However, the delegation of their tokens to the validator is reflected
on the crypto asset network’s public blockchain. In addition, some crypto asset networks impose

<

“bonding” or “unbonding” periods on staked assets, which restrict the asset’s ability to be
transferred or sold for some period of time after being staked or being unstaked.

13. For both proof of work and proof of stake consensus mechanisms, the protocol
typically compensates transaction validators by generating a new token (or part of a new token)
on that network, a process referred to as “minting.” The newly minted crypto asset rewards are
delivered “on-chain” and reported on the blockchain (i.e., publicly viewable).

C. Crypto Asset Wallets

14. In either case, each crypto asset network maintains its public blockchain that
reflects all the transactions ever conducted on the network, with each transaction attributable to
digital “wallets” that have unique, publicly identifiable blockchain “addresses.” A crypto wallet
is software or hardware that enables users to store and use crypto assets. It is similar to a typical

wallet where a user may hold cash and credit cards; however, instead of holding physical items a

crypto wallet stores private “keys” which allows for transaction verification. Each crypto wallet
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address contains information related to the wallet’s current balance, as well as the wallet’s history
of transactions, and can be viewed on the relevant crypto asset network’s public blockchain.

15. A crypto wallet has two main components: (i) the publicly identifiable blockchain
address, and (i1) a “private key,” which acts as a password to authorize transactions from the wallet.

a. Assets cannot be transferred from a crypto wallet without the private key.
However, anyone with the private key can authorize a transfer from a crypto wallet, similar to how
anyone that has possession of a bearer bond can redeem it. As a result, it is critical for wallet
holders to securely maintain their private keys, both to ensure that they are not shared with third
parties and that they are not lost, permanently locking the contents of the wallet.

b. Wallets can be configured to use a single private key that is independently
sufficient to authorize a transfer from the wallets (known as “single-signature wallets”). Wallets
can also be configured to require the approval from multiple private keys or multiple portions of a
larger private key (known as “multi-signature wallets™). Multi-signature wallets can provide
additional protections over single-signature wallets, such as requiring authorization from multiple
individuals to approve a transaction or providing ways to recover keys that are lost or destroyed.

16. Individuals and entities can maintain their own crypto wallets and private keys.
This is known as “self-custody.”

17. Alternatively, individuals and entities can rely on crypto asset trading platforms or
other third parties to custody crypto assets on their behalf.

a. Typically, these third-party custodians maintain assets on behalf of multiple
customers in a single wallet “an omnibus wallet” and track the holdings of individuals via a private

ledger, which shows all transactions into and out of the wallet.
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b. Omnibus wallets are employed for security purposes. As explained, each
crypto wallet has a public identifiable address where anyone can view the transactions in which
that respective wallet engaged and how much of a respective crypto asset a wallet contains at any
point in time. By maintaining assets on behalf of multiple customers in an omnibus wallet, a third-
party custodian can protect each customer by not making public their total balance of any
respective crypto asset. When someone views the omnibus wallet’s public blockchain address, all
they will see is the total number of crypto assets contained in the wallet and transactions associated
with the omnibus wallet address. In addition, as explained below, the use of an omnibus wallet
can reduce the number of on-chain transactions, thereby reducing transaction costs.

18. Crypto asset wallets can also either be “hot” or “cold.”

a. Hot wallets are connected to the internet and are able to immediately
conduct transactions.

b. Cold wallets are not available to immediately conduct transactions either
because they are not connected to the internet or are otherwise subject to technical controls limiting
their ability to conduct on-chain transactions (i.e., transactions that would be publicly available on
the blockchain). These additional protections provide additional layers of security and make it
more difficult to compromise a cold wallet.

B. Off-Chain Transactions

19. In addition to on-chain transactions, many crypto asset trading platforms facilitate
“off-chain” transactions.

20. As noted above in Paragraph 17, crypto asset trading platforms that hold crypto

assets on behalf of their customers typically rely on omnibus wallets to hold customer assets.
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Individual customer holdings are recorded on a private ledger maintained by the platform (i.e., an
internal ledger).

21. When customers transact on a crypto asset trading platform, the transaction is
typically recorded as a change in ownership on the crypto asset trading platform’s internal ledger.
However, because customer holdings are maintained on an omnibus basis, no on-chain transaction
is recorded on the relevant blockchain. This is possible because the trades are conducted between
customers whose assets are both held in omnibus wallets by the trading platform: when the trade
occurs, the trading platform updates its internal ledger to reflect the trade, but no assets enter or
leave the trading platform’s omnibus wallets.

II. BAM TRADING

22.  BAM Trading operates a crypto asset trading platform in the United States.

23.  BAM Trading is registered as a money services business with the Financial Crimes
Enforcement Network (“FinCen”), a bureau of the United States Department of Treasury.

24.  BAM Trading is also licensed to conduct business as a money services business, or
otherwise permitted to operate, in 43 states and the District of Columbia. I have been involved in
responding to examinations by certain of these state regulators.

25.  As described below, BAM Trading provides customers a safe and secure wallet
custody solution if they choose to leave their crypto assets on the platform. These crypto assets
are generally held on an omnibus basis. If customers do not wish to keep their crypto assets on
the BAM Trading platform, they are free to withdraw their crypto assets to any alternative third-
party custodian, or to self-custody their crypto assets (i.e., maintain their crypto assets in the
customer’s own wallet).

26.  BAM Trading offers customers the ability to buy and sell crypto assets through its

electronic trading facilities.
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a. BAM Trading currently lists approximately 150 crypto assets on its
platform.

b. Because BAM Trading holds customer assets on an omnibus basis,
transactions on the platform are recorded on its internal ledger but do not generally result in an on
on-chain transaction.

27. In addition, BAM Trading also provides customers the ability to participate in a
staking service for certain crypto assets that use proof of stake consensus mechanisms (the
“Staking Service”).

a. Currently, BAM Trading’s Staking Service supports approximately 17
assets.

b. As part of the Staking Service, BAM Trading contracts with third-party
node operators that act as validators for the relevant crypto asset networks. BAM Trading
delegates the tokens of customers wishing to participate in the Staking Service to the validators.
As explained earlier, the process of delegation does not require a customer to give up title to his
or her assets.

c. The third-party node operator retains a portion of the rewards generated
from staking these customer assets. BAM Trading retains a portion of the remainder as its fee for
offering the service. Customers participating in the program receive the balance of the rewards
associated with staking their tokens.

III. CUSTODY OF CUSTOMERS’ CRYPTO ASSETS

28. I will now describe how BAM Trading maintains custody of its customers’ crypto

assets if they choose to keep their crypto asserts on the BAM Trading platform. As I will describe,

BAM Trading employs a number of security measures to ensure that it maintains ultimate control
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over the crypto asset that it holds on behalf of its customers and for its own proprietary account
and that those crypto assets are safe from cyberattacks or other malfeasance.

29. BAM Trading maintains custody of most customer assets using wallet custody
software developed by and licensed from Binance Holdings Limited (“BHL”), a distinct legal
entity, separate from BAM Trading that is also ultimately owned by Changpeng Zhao (“Zhao”).
Although BAM Trading and BHL share common majority ownership, they are not within the same
corporate structure. Although this software was developed by BHL, BAM Trading maintains
custody and control over the crypto assets held in these wallets which were created for BAM
customers through the use of BHL’s software. There are separate custody arrangements for certain
asset that are staked through BAM Trading’s Staking Program. I will describe each below.

A. Wallet Custody Software

30. The wallet custody software licensed to BAM Trading by BHL provides a multi-
tiered wallet structure that is designed to securely hold crypto assets while maintaining sufficient
liquidity to facilitate near-term customer demand. Specifically, the wallet custody software has
three types of wallets: (i) customer-specific deposit wallets; (ii) omnibus hot wallets; and (iii)
omnibus storage wallets. I describe each below.

a. The wallet custody software runs on servers in an Amazon Web Services

(“AWS”) datacenter in northern Virginia. The AWS account was established by BHL on behalf
of BAM Trading.

1. Currently this AWS environment is used exclusively to host

the wallets used to maintain BAM Trading’s crypto assets.

10
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i. As described below, while BHL established the AWS
account that hosts BAM Trading’s wallet custody software, BHL does not have access to, or
control over, the assets BAM Trading maintains on behalf of its customer or for its own account.

1il. Thus, this arrangement provides BAM Trading control over
a licensed copy of the wallet custody software while protecting BHL’s interest in the intellectual
property embedded in the wallet custody software and its source code.

b. Transfers between wallets maintained by means of the wallet custody
software are directed from BAM Trading’s internal ledger management system, known as PNK.
In addition to facilitating transfers, PNK maintains the official ledger that reflects each customer’s
crypto asset holdings on the BAM Trading platform.

1. The software underlying PNK was also originally developed
by BHL. However, BAM Trading received a copy of the PNK source code, and BAM Trading
personnel are now solely responsible for managing BAM Trading’s use of PNK, without the
involvement of BHL.

11. Certain transfers are conducted automatically by PNK,
subject to dollar thresholds managed by BAM Trading personnel.

1il. Other transfers must be manually initiated and approved.

1v. BAM Trading requires multiple levels of approval for
manually initiated and approved transfers to ensure that a single person does not have authority to
transfer assets off of the platform.

31. Deposit Wallets. If a BAM Trading customer seeks to transfer existing crypto
assets from a wallet outside the BAM platform (i.e., an external wallet) to their BAM Trading

account, the wallet custody software automatically assigns the customer a deposit wallet to receive

11
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those funds. These wallets are customer-specific and only hold assets on behalf of the assigned
customer.

a. For such customers, the PNK system is configured to assign a unique,
customer specific, deposit wallet for each respective crypto asset network currently supported by
BAM Trading even if the customer is only depositing one such crypto asset.

b. PNK is configured to automatically transfer the contents of customer-
specific deposit wallets to BAM Trading’s omnibus hot wallets, described in Paragraph 32 below,
if their balance exceeds predefined thresholds.

32. Omnibus Hot Wallets. BAM Trading maintains omnibus hot wallets to conduct
on-chain transactions, such as facilitating customer withdrawals. There is at least one hot wallet
for each crypto asset network supported by the BAM Trading platform. These wallets are omnibus
wallets and hold assets on behalf of multiple customers, as well as proprietary assets owned by
BAM Trading.

a. These wallets are configured to hold approximately five-times the volume
of daily withdrawals for each crypto asset. The withdrawal limit can vary based on prevailing
market conditions, but the design is intended to minimize the security risk of storing too many
crypto assets in the hot wallet yet still maintaining sufficient liquidity to support customer requests.

b. PNK is configured to automatically transfer the contents of these omnibus
hot wallets to BAM Trading’s omnibus cold wallets, described in paragraphs 33 below, if their
balance exceeds predefined thresholds. These transfers are entirely automated and subject to
thresholds controlled by BAM Trading.

c. BAM Trading’s omnibus hot wallets are configured to allow transfers to

external wallets.

12
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1. Customer initiated-transfers of less than $1 million (or other
applicable customer-specific limit) are automatically approved by PNK.

11. Liquidity management transfers initiated by BAM Trading
or a larger customer-initiated transfer must be approved by two different members of BAM
Trading’ clearing team.

1il. No BHL personnel have access or authority to initiate or
approve transfers from BAM Trading’s hot wallets. Certain entities ultimately owned by Mr. Zhao
that are BAM Trading customers can, like any other customer, withdraw crypto assets from their
own BAM Trading accounts. However, these transfers are limited to those entities’ own crypto
assets.

33. Omnibus Cold Wallets. BAM Trading maintains omnibus cold wallets to securely
custody customer and proprietary crypto assets that are not immediately needed to conduct on-
chain transactions. In other words, cold wallets are more secure than hot wallets but they have
additional security controls that make them more difficult to access than hot wallets. There is at
least one cold wallet for each crypto asset network supported by the BAM Trading platform. These
wallets are omnibus wallets and hold assets on behalf of multiple customers, as well as proprietary
assets owned by BAM Trading. These omnibus cold wallets have several important security
features.

a. First, these wallets are controlled using the Threshold Signature Scheme
(“TSS”). Under TSS, the private key for a wallet is split multiple ways into “shards” and
distributed to multiple persons “shard holders.” Assets can only be moved if the transaction is

approved by a defined quorum of shard holders.

13
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1. BAM Trading’s omnibus cold wallets currently have seven
key shards. Votes by four shard holders approving the transaction are necessary for any crypto
asset movement.

1. Senior BAM Trading personnel with experience in
crypto asset custody hold four key shards. Three of these individuals are located in Canada; one
is located in the United States. Two of these individuals were formerly employed by BHL but has
worked solely for BAM Trading since the summer of 2021. None of these individuals is currently
associated with BHL or has any relationship with Mr. Zhao.

2. BHL personnel hold the remaining three key shards.
As described below, BHL holds these shards for disaster recovery purposes. In the unlikely event
that three of BAM Trading’s key shards are simultaneously impaired, BAM Trading can continue
to operate and move assets to and from its cold wallets by leveraging BHL’s key shards. However,
BHL’s shard holders may participate to approve transactions in the normal course for various
reasons, including when transactions are initiated after-hours in the United States, but during
working hours in the locations that the BHL shard holders reside.

3. As aresult of BHL only having three key shards, any
transfer from BAM Trading’s cold wallets requires the approval of at least one BAM Trading
personnel. As an added security measure, no single key shard holder knows the identities of the
other key shard holders. It is my understanding that pursuant to BAM Trading’s proposed
stipulation with the SEC, all seven key shards for BAM Trading omnibus cold wallets would be
held by BAM Trading personnel in the United States.

11. If a key shard is lost, destroyed, or compromised, a quorum

of the remaining key shards can vote to approve the creation of a replacement. This process

14
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requires approval from four key shard holders. As a result, BHL cannot unilaterally create or
replace any of BAM Trading’s key shards.

b. Second, assets from the omnibus cold wallets can only be transferred to a
list of pre-approved “whitelisted” wallets.

1. The only whitelisted wallets for BAM Trading’s omnibus
cold wallets are BAM Trading’s omnibus hot wallets, and as described below, BAM Trading’s
staking wallets. I understand that BAM Trading previously produced a list of these whitelisted
wallet addresses to the SEC Staff.

11. Adding a new whitelisted wallet requires the unanimous
approval of all seven shard holders.

1ii. As a result, even if an unauthorized transfers from BAM
Trading’s cold wallets occurred, those crypto assets could only be moved to another wallet
controlled by BAM Trading personnel. Crypto assets could not be transferred to external wallets
controlled by third parties.

c. Third, transfers of crypto assets from BAM Trading’s omnibus cold wallets
may only be initiated by designated members of BAM Trading’s clearing team. This team is
comprised of six well-qualified people. None of these individuals are currently associated with
BHL or has any relationship with Mr. Zhao.

1. Thus, crypto asset transfer requests require the involvement
of two separate groups of BAM Trading personnel: the clearing team that will initiate a transfer
request and the key shard holders who only to confirm, deny or take no action on a respective
transfer request. Requests must be sent to a dedicated member of BHL’s security operations team,

who then issues the TSS-approval request.

15
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. No BHL personnel, nor Mr. Zhao himself, have access or are
authorized to initiate transfers from BAM Trading’s cold wallets.

d. As aresult of these controls, which are specifically designed to ensure BHL
does not have the access or authority to unilaterally transfer crypto assets from BAM Trading’s
omnibus hot and cold wallets to external wallets, BAM Trading maintains exclusive control over
the crypto assets it maintains in the wallet custody software on behalf of its customers and its own
account.

e. External transfers may only be conducted from BAM Trading’s omnibus
hot wallets. Transfers that exceed pre-set thresholds may only be approved by designated members
of BAM Trading’s Clearing team. Other customer-initiated transfers may be automatically
approved by PNK.

f. Transfers from BAM Trading’s omnibus cold wallet require the approval of
four key shard holders, at least one of whom must be a BAM Trading employee. These wallets
are configured so that assets may only be transferred to predefined whitelisted wallets controlled
by BAM Trading. And again, the only whitelisted wallets are BAM Trading’s omnibus hot
wallets.

g. Under these controls, there is no way for third parties, including BHL, to
transfer assets from the BAM Trading platform to external wallets.

B. Custody of Staked Assets
34, In addition to the default custody arrangement described above, BAM Trading also

offers its Staking Services, which are subject to different custody arrangements.

16
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35. Staked assets are currently maintained in three ways. The allocation of assets
depends across custody solutions depends on several factors, including when the asset became
compatible with the TSS encryption protocol described above.

36. First, certain staked assets are custodied in TSS-enabled staking wallets within the
wallet custody software.

a. These wallets are subject to the same TSS security as BAM Trading’s
omnibus cold wallets, except that they are configured to use four of the seven key shards. Two of
these key shards are held by BAM Trading personnel; the remaining two key shards are held by
BHL personnel. It is my understanding that pursuant to BAM Trading’s proposed stipulation with
the SEC, all four key shards for BAM Trading staking cold wallets would be held by BAM Trading
personnel in the United States.

b. Two key shards are required to authorize a transfer or staking operation.
The only whitelisted wallets for BAM Trading’s staking cold wallets are BAM Trading’s omnibus
cold wallets. As all whitelisted wallets are BAM Trading omnibus cold wallets, BHL unilaterally
with its two key shards does not have the capability to transfer staked crypto assets off of the BAM
Trading platform. To whitelist additional addresses requires all four key shard holders (to
unanimously approve the wallet address. To reiterate, because of the security measure of only
permitting staked assets to be transferred to whitelisted wallet addresses, BHL could not transfer
staked assets to any external wallets.

1. In terms of transfers, the only whitelisted wallets for the
TSS-enabled staking wallets are BAM Trading’s omnibus cold wallets and certain “fee” wallets
used to retain BAM Trading’s portion of the staking rewards earned from participating in the

Staking Service. As a result, crypto assets in these TSS-enabled staking wallets may only be

17
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transferred to BAM Trading’s omnibus cold wallets or the fee wallets that are also under its
control.

11. In terms of staking operations, two shards are also needed to
stake or unstake assets. These operations do not result in a transfer of the assets from the TSS-
enabled staking wallets. Instead, they merely reflect that the relevant tokens have been delegated
to the third-party node operator for participating in a staking pool. At all times, staked assets
remain in the TSS-enabled staking wallet, subject to BAM Trading’s custody and control.

37. Second, certain crypto assets offered through the Staking Service are held in wallets
maintained by BitGo and Aegis, two U.S.-based third-party custody providers.
a. These assets are custodied by BitGo and Aegis through their commercial
custody services.
b. I understand that, BitGo and Aegis both employ mutli-signature private
keys. As a result, transfers of crypto assets from BitGo and Aegis must be approved by both a
BAM Trading key holder, as well as, respectively, a keyholder from BitGo or Aegis.
c. Assets staked through the BitGo and Aegis wallets remain in the BitGo and
Aegis wallets. As with the TSS-enabled staking wallets, the staking process results in the
delegation of governance rights, but does not result in a transfer of the crypto asset to another
party, or a change in custody or control of the crypto asset.
38. Third, a small number of staked assets were previously held on a Ledger hardware
wallet (“Ledger Device). The Ledger Device is a cold wallet custody product produced by an
unaffiliated third-party entity. Ledger devices are publicly available for purchase and are marketed

as a personal custody solution for individuals or entities.
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a. The Ledger Device is maintained in a safe deposit box in Singapore that is
exclusively under the control of BAM Trading personnel. The private key for this device is held
by a BHL employee.

b. As of today, there are no customer assets held on the Ledger hardware
wallet.

IV.  ADDITIONAL CONTROLS

39. In addition to the controls described above, BAM Trading has implemented
numerous surveillance mechanisms and alerts to ensure the safety and security of customer assets.

40. For example, these controls automatically alert members of BAM Trading’s
clearing and security teams of any transfers of greater than $100,000. There are also alerts if
anyone requests access credentials to the PNK system.

V. CONCLUSION

41. Based on my experience and current knowledge, I understand that these practices
are consistent with industry best practices regarding the custody of crypto assets.

42. No BHL employee or combination of employees have the ability or authority to
move assets within BAM Trading’s wallets (whether cold or hot) or to external wallets outside of
BAM Trading’ control.

43. I am not aware of any instances in which BHL employees sought to move BAM
Trading’s crypto assets or otherwise attempted to interact with BAM Trading’s crypto assets
without authorization or instruction from BAM Trading personnel.

44. I am not aware of any other facts that would affect my conclusion that BAM
Trading maintains custody and control over the crypto assets that it maintains on behalf of its

customers.
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I declare under penalty of perjury under the laws of the United States of America that the foregoing

is true and correct.

Executed this 12th day of June, 2023, in Washington, DC.

Ffik Kellogg

20



Case 1:23-cv-01599-ABJ-ZMF Document 222-5 Filed 03/05/24 Page 1 of 3

Exhibit 5



Case 1:23-cv-01599-ABJ-ZMF Document 222-5 Filed 03/05/24 Page 2 of 3

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

SECURITIES AND EXCHANGE
COMMISSION,

Plaintiff,

V. Civil Action No. 1:23-cv-01599-ABJ
BINANCE HOLDINGS LIMITED,

BAM TRADING SERVICES, INC.,

BAM MANAGEMENT US HOLDINGS, INC.,
and CHANGPENG ZHAO,

N N N N N N N N N N N

Defendants.

CONFIRMATION OF ERIK KELLOGG

I, Erik Kellogg, confirm that to the best of my knowledge and understanding:

1. I am the Chief Information Security Officer (“CISO”) of BAM Trading Services,
Inc. (“BAM Trading”). I have held this role since March 2022. In that role, I am responsible for,
among other things, administering and managing the security of crypto assets held by BAM
Trading on behalf of its customers and for its own account.

2. All Customer Assets, as defined in Section | of the June 17, 2023 Consent Order
entered at Docket Number 71 in the above-captioned matter have been maintained by BAM
Trading in the United States since at least June 17, 2023.1

3. BAM Trading and BAM Management have maintained sole possession, custody,

and control of Customer Assets in the United States since at least June 17, 2023, except to the

! As provided in Section I1.1 of the Consent Order, BAM Trading has taken possession of the Private and
Administrative Keys for all Customer Assets and is in the process of re-allocating the Private and Administrative Keys
to personnel in the United States. BAM Trading anticipates that this process will be completed by June 30, 2023 and
will, in all cases, be completed within the time frame contemplated by the Consent Order.
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extent that Customer Assets are held by non-affiliated third-party custodians located in the United
States.

4. Since at least June 17, 2023 and subject to the provisions of the Consent Order, all
withdrawals of Customer Assets off of the BAM Trading platform have been at the direction of
BAM Trading customers, subject to controls implemented by BAM Trading and BAM
Management through officers and employees located in the United States or through automated
systems ultimately under the control of officers and employees located in the United States.

5. Since at least June 17, 2023 and subject to the provisions of the Consent Order, all
transfers of Customer Assets within the BAM Trading platform have been under the direction and
control of BAM Trading and BAM Management, through officers and employees located in the
United States or through automated systems ultimately under the control of officers and employees
located in the United States, or a non- affiliated third-party custodian located in the United States.

6. Since at least June 17, 2023, no Customer Assets have been or will be in the
possession, custody, and control of any of the Binance Entities, as defined in Section Il of the

Consent Order.

June 29, 2023

Erik %
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UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

SECURITIES AND EXCHANGE
COMMISSTION,

Plaintiff,

V.
Case No.
BINANCE HOLDINGS LIMITED, BAM 1:23-cv-01599-ABRJ
TRADING SERVICES INC., BAM

MANAGEMENT US HOLDINGS, INC.,
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Q. Yes. So when you first started the --

were you able to get information about the wallet

generation?
A. No.
Q. Were you able to get an understanding

about how the TSS protocol was established and

implemented?
A. No. I did not have any understanding how
Binance implemented TSS -- Binance -- BHL.

(Whereupon, Madam Reporter asked for
clarification from the witness.)

A. I did not get an understanding of how BHL
implemented TSS.

BY MS. FARER:

Q. And are you aware of any documentation
about how the wallets are created for Binance.US?

A. No.

Q. How about any documentation for the TSS --
the establishment of the TSS protocol and its
implementation for .US (sic)?

A. No.

Q. To what extent did you evaluate whether
any keys were copied for the .US wallets?

A. I had no reason to believe there were

duplicate keys.
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Q. Okay. But in your role as chief
information security officer you were comfortable
that you don't know how wallets were created, you
don't know how the TSS protocol was implemented.

How did you get comfortable with the
protection of .US assets?

A. Through those conversations with -
asking to see 1f there's any third-party security

reports they've had done or assessments done --

Q. Did he provide you any reports?

A He did.

Q. What did he provide you?

A I got to -—- I had the SOC 2 report --

their SOC 2 report and their ISO reports.
Q. And when you say "their," who is the
"their" that we're referring to?
A. So it's my understanding that it's BHL.
Q. So your understanding is that the wallet

software provider for .US is Binance Holdings?

A. Correct.
Q. What is the basis of that understanding?
A. In my discussions with -, again, and the

third-party diligence we've done on them, but also
the licensing agreement we have in place with them.

Q. Any other agreements?
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A. No.

Q. What due diligence -- you mentioned the
diligence you did on them.

What diligence did you do?

A. So that would have been -- that would have
been the asking to see third-party -- any —-- whatever
third-party reports they are willing to provide us,
which 1s when they provided the ISO and SOC 2 report.

On top of that, we asked them to fill out
our own security due diligence gquestionnaire and then
a little bit later on we created a custody
solution-specific security questionnaire, which was
given and asked to be filled out for any current and
future custody solution providers.

0. And it's your understanding that the SOC 2
report that you received covered the solution that
Binance provided to Binance.US -- that Binance

Holdings provided to Binance.US?

A. Yes. That's my understanding.

0. And what was the date of that S0OC 2
report?

A. I don't recall. It was -- it was -- I

don't recall.
0. What else did you do when you first

started to get an understanding and comfort about the
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1 | security of Binance.US wallets and crypto assets?

2 A. We -- my team and I decided to -- or

3 | discussed other things we can do to test, why we

4 | can't -- we don't have any insight or visibility into
5 | the BHL and AWS, we were ensuring what information --
6 (Whereupon, Madam Reporter asked for

7| clarification from the witness.)

8 A. You know, we started brainstorming on

9 | other ways we can ensure whatever data we are sending
10 | to them is as expected, as designed by what we were
11 | told, so what information is sent when we are
12 | requesting a transfer or trying to access our assets.
13 That's information we can actually see on
14 | our end. So at various points in that communication
15 | chain between our ARS and theirs we did some

16 | exercises there.

17 BY MS. FARER:
18 0. Like what? What kind of exercises?
19 A. So set up some network capturing to see if

20 | we actually capture the data that's being processed
21 | and sent, so you can actually break that down.

22 So I was told that you're only sending a
23 | wallet ID, token, and an amount. They had some

24 | packet captures to make sure that that's the type of

25 | information that was only being sent.
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Q. Okay. You're going to need to break that
one down. When you say a network capture, what do

you mean?

A. So it's an --

Q. LLike a screenshot?

A. Kind of. So let's see if I can explain
it. So when you send something from Point A to Point

B, you know, it's going over a connection point,
right?

In the physical world you're thinking
about like a network cable. You should be able to
plug a device in that would actually copy the data
that's being sent or take a snapshot of that data so

you can actually read what's in there.

So this is useful -- this is something
like a -- it's called the man in the middle attack.
If someone is able to interject data into a -- in

between your connections, they can send data that you
weren't expecting.

So these are just some exercises we were
doing just to ensure that the PNK system was
functioning as we were told.

MR. BEVILLE: Can I ask some questions to
just clarify this that might be useful?

MS. FARER: Let's go off the record for a
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second.

We are now

We are now

clarifying

page as to

describing

THE VIDEOGRAPHER: The time is 11:28 a.m.
off the record.

(Discussion held off the record.)

THE VIDEOGRAPHER: The time is 11:30 a.m.
on the record.

MS. FARER: Mr. Beville is going to ask a
question so that we're all on the same
the testimony that you just provided.

MR. BEVILLE: So, Erik, were you

a network tab?

THE WITNESS: Yes.

MR. BEVILLE: So were you describing

testing of the messages communicated across the
cables connecting the machines in your AWS
environment with the machines in the BHL AWS
environment?

THE WITNESS: Yes.

MR. BEVILLE: And so when you were

referring to auditing those messages, you were

capturing the actual electronic zeros and 1ls moving

between the machines, decoding them, and confirming

they were as expected?
THE WITNESS: Correct.

MS. FARER: Thank you.
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A. Or -- we would have some confusion on the
timeline, but it's either mid '22 -- mid '22 is when
I was told and confirmed, but I didn't get any eyes
on shards until much later, until this year. So, you
know, I'm going off of what I was told.

And who was telling you all of this?

A. So there was some communication -- Gerry
was —-- was —-- was important to the communications,
Gerry Ho.

Q. Who is Gerry Ho?

A. He's our head of product.

Q. And he's the head of product for which
company?

A. Bam.

0. For Bam. Was he formally a Binance
employee?

A. I don't know.

Q. And why was he the person giving you

information about the shards?
A. I don't know that either. I Jjust know
that he was really the only person within Bam that

could give me the information I was asking for.

Q. And when you say head of product, what is
that role?
A. He decides kind of which -- I think him
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and his team decide what products or services we
built for customers.

Q. So the head of products who deals with
products and services is the only person that can
give you information about the changes in the key

shard protocol for Binance's cold wallets?

A. Yeah, at that time.

Q. Why was he the only person that had that
information?

A. I don't know.

0. As the chief information security officer,
by that point you've been there almost -- you know,
at least six months. How did you get comfortable in

your role that all of the assets and keys were secure
with so little insight about what was happening?

A. I had no reason to believe otherwise at
that time. And we have done -- we did do -- my team
did do some initial risk assessment on PNK being the
controlling factor, you know, the number of shards
needed to whitelist any wallet addresses to move
assets off of our platform.

Q. What did you do to test that?

A. I asked the clearing team to do a test for
me for the whitelisting just to see what that looked

like. We did security testing for access controls
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A. That's my understanding, vyes.
Q. And when it made the change from nine to
seven and the number of shards from -- how did that

change occur? Like what happened to the preexisting
set of keys in that protocol to then change to a
smaller set of keys required and a different
breakdown?

And, again, to give you context so we're
all on the same page here, as we explained, we need
to get comfort in understanding the evolution of the
keys and who's 1in control and that -- so that's what
we're trying to understand, like where the keys went.

A. Right. $So at that time -- again, and I

didn't have hands-on with this. Again, this was me

being -- I was being told this through gquestions with
BHL as well as Gerry was still trying -- we were
trying to get Gerry out of this -- why he was put in

this role as being the point person, we don't know; I
don't know.
But the goal was ultimately that the

responsibility should be under, obviously, CISO, and

we were working towards all of this. It's my
understanding that we sent some of the shards -- we
sent our three shards back for -- we sent two shards
back.

95

GRADILLAS COURT REPORTERS
(424) 239-2800




11:

11:

11:

11:

11:

11:

11:

49

49

49

49

49

50

50

Case 1:23-cv-01599-ABJ-ZMF Document 222-6 Filed 03/05/24 Page 16 of 44

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

And we don't know -- at that time I didn't
know what the process was for -- that's called
regrouping. Whenever you change the number of shards
or you add or take away shards that's called
regrouping when we talk about TSS.

I didn't understand how the TSS -- I
didn't have any insight into that process, but we
know we sent -- we relied on BHL to support us for
those shards so we sent them back.

(Whereupon, Madam Reporter asked for
clarification from the witness.)

A. We relied on BHL to support us for the
regrouping, and then they sent -- they sent us our
shards -- they mailed and shipped us -- they shipped
the employees -- the Bam employees the new shards.

So we had an employee that already had
one, so then they shipped the three additional shards
to our employees, if that makes sense. So I don't

know what happened with all the shards they had. I

don't know if they gave us new devices or -- that was
-- that's all -- I'm not aware.
Q. So when you say a regrouping, were there

new keys generated?
A. I don't know. I was told that there are

new keys.
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industry professionals and doing -- setting up your
own TSS protocol give you an understanding about the
TSS protocol that's in place here? Because it's, as
you just described it, a Binance specific
implementation.

A. Right. So, again, I would be looking for,
you know, irregularities maybe in how I would maybe
expect to see the shards function. An understanding
of how other companies implement TSS would be helpful
for me to understand just to do some comparative
analysis as I learn more about how BHL has built it.

Q. So -- but you -- did you have an
opportunity to review the software or code?

A. Nothing in the back end, no. Just -- I've
seen -- and PNK was included in our security -- our
third-party security assessments, so PNK was
definitely involved.

So we've seen that aspect. Now we are
looking at -- now that we have access to the TSS
portal itself we are reviewing that aspect as well,
but I have not seen any source code or anything of
the BHL infrastructure.

Q. So how are you able to confirm that there
were not copies of any keys or key shards made?

A. I -- we don't have that ability to -- this
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dives into what level of -- what level of exposure or

access are you giving to any third party.

So this is where -- it would fall on the
line of -- unless I have a reason to believe there
was a copy —-- 1if we thought there was any reason to

not believe that they are making copies, you know,
that would be -- then turn into a business decision
just keeping them as a partner, as a thirty-party
partner.

MR. BEVILLE: Erik, it might be helpful

for you to talk about how you know which shards

exist.
THE WITNESS: Right. Okay. So yeah, so
-—- yeah, so -- thank you.
A. For each shard that we have, we do have a

-- each shard shows you what other shards are active
in that pool.

So when we had nine shards you could see
-- and if you looked at a shard -- and I've seen a
screenshot of this recently -- more recently I've
gotten eyes on myself -- a couple of the shards have
verified this.

But when you have a shard and you're doing
-- a voting comes through, you see all the other

shards that are in the pool. So for us there's seven
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1 | shards in the pool.
12:04 2 BY MS. FARER:
12:04 3 Q. And how does it show up on the screen?
12:04 4 A. Through -- you assign each shard a name,
5| so for some of ours they're fruit (sic). For some of
6 | the new ones we call them US manager, but they're
7| identified by a moniker we give them.
12:04 8 (Whereupon, Madam Reporter asked for
9 | clarification from the witness.)
12:05 10 A. US Management shard, one through three.
12:05 11 BY MS. FARER:
12:05 12 Q. And so you've seen a shard -- like you've
13 | seen the device and examine this yourself?
12:05 14 A. Yes.
12:05 15 Q. Tell us -- all right. So let's walk
16 | through the process of -- if a request came in for
17 | approval from the shard holders, walk us through the
18 | 1ife cycle of that.
12:05 19 A. So I need to clarify. The request is put
20 | in through the TSS portal, which is very limited --
21 | only limited to senior clearing team members. But
22 | when they -- when they do put a request in, they'll
23 | put the wallet and the amount and typically a memo of
24 | why and then they'll hit the submit button.
12:05 25 And at that time all the shards will get
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1 | pinged to say, hey, there's a request and then they
2 | have 30 minutes -- all seven shards have 30 minutes
3| to hit approve or deny. And as shards are approving
41 in real time, the app on the other phones are -- is
5 | showing which monikers, which devices have already
6 | approved.
12:06 7 Q. And so what is this TSS portal that you're
8 | referring to?
12:06 9 A. So that is just how we interact with the
10 | TSS —-- the shards. So the three functions we can do
11 | are create a new wallet, request a transfer, and/or
12 | the third function is to do the regrouping ourselves.
12:06 13 Q. And that TSS portal sits or is hosted
14 | where?
12:06 15 A. In the BHL's AWS.
12:06 16 Q. So who can interact with this TSS portal?
12:06 17 A. Currently, it's Tao and Rose from our
18 | clearing team -- I'm sorry —-- Tao and Nana (phonetic)
19 | from the clearing team -- they're the senior clearing
20 | members -- and we are working on a third treasury
21 | team member.
12:07 22 Q. So these two individuals are the only
23 | people who can make those requests that you just
24 | identified?
12:07 25 A. Yes.
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Q. How do you know that someone from Binance

can't do that as well?

A. You know, we have access to the portal and
see which users are in there. So to that extent, we
know.

Q. Do you have —-- when you say you can see

what users are in there, what do you mean?

A. Okay. As in we see that Tao is a user and
Nana (phonetic) is a user.

0. Do you have visibility into all means of
access for that TSS portal?

A. As far as I know, yes.

Q. How are you supposed to gain comfort with
that 1if it all sits in the Binance environment?

A. Again, this is where we would fall back on
the third-party risk assessments, our own security
diligence, our conversations. And it's standard for
all of our custodial solution partners.

0. So your confirmation that Binance doesn't

have access to the TSS portal is confirmation from

Binance?
A. And the third-party reports we saw.
0. The third-party reports you're referring

to are the SOC 2 and ISO reports?

A. Correct.

110

GRADILLAS COURT REPORTERS
(424) 239-2800




12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

10

11

11

11

11

11

11

11

11

11

11

11

12

Case 1:23-cv-01599-ABJ-ZMF Document 222-6 Filed 03/05/24 Page 22 of 44

1 I think that that goes case-by-case,
2 | business-by-business decision.
3 Q. Is that what was explained to you as to

4 | why you couldn't have the report?

5 A. Yes, but I also agreed with that point of
6 | view.
7 Q. And what entities are covered by this SOC

8 | report that you saw?
9 A. So on the name I believe it was Block
10 | Technologies.
11 Q. And I want to turn to that in a second.
12 | But what other third-party vendors that service
13 | Binance only provided you a SOC 2 ISO or other
14 | security report through a screen share?
15 MR. BEVILLE: Which Binance --
16 MR. NELSON: Which entity are you
17 | referring to?
18 MS. FARER: Binance.US.
19 A. Well, I would say BitGo has a SOC 2 report
20 | that they did provide us, but they don't have any ISO

21 | reports.

22 BY MS. FARER:
23 Q. They provided you a copy that you have?
24 A. Correct. Fire Blocks gave us a SOC 2

25 | report, but they do not have an ISO report. And I'm

113

GRADILLAS COURT REPORTERS
(424) 239-2800




13:

13:

13:

13:

13:

13:

13:

13:

09

09

09

09

10

10

10

11

Case 1:23-cv-01599-ABJ-ZMF Document 222-6 Filed 03/05/24 Page 23 of 44

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

A. - at BHL.

Q. And for how long was - the root account
holder?

A. I don't know. I just know that he's the
one that I -- I -- I got it from.

Q. Okay. What rights does somebody who is

the root account holder have?

A. They're ultimately able to set permissions
to AWS or deny permissions. They can also turn on
and off services. They can also delete the entire

AWS account.

Q. What about for -- again, servers and
software that are in the AWS environment, what rights
do they have to those sort of subcomponents of the
environment?

A. So there's some variations, but basically
just because you have root does not give you access
to those systems. Each individual system and service
that you spin up within AWS has their own individual
rights and permissions attached to that. And it's
not inherent that root automatically gets any kind of

access to those services or systems.

0. Is it the case that the root account has
administrative rights in the sense of -- sorry. I'll
ask for your patience. Let me verbalize it so you

126

GRADILLAS COURT REPORTERS
(424) 239-2800




13:

13:

13:

13:

13:

13:

11

11

12

12

12

12

Case 1:23-cv-01599-ABJ-ZMF Document 222-6 Filed 03/05/24 Page 24 of 44

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

understand it. So I just want to -- I want to get a
better understanding.

So the root account is like the holder of
this environment. So they have like overarching
rights. So how is it the case that if there's a
server or software or something hosted or housed in
this environment that they wouldn't have rights or
access to 1it?

A. So I'll give you two examples. We'll do
the server example first. So if -- if I built a
server within AWS on their -- ECZ service 1s the name
of it, to give you an example. That server is being
built by a local administrative account within the
server itself, and that is where the authentication
for access to that server lives. It doesn't live in
the bigger AWS environment. It's local to that --
that server.

0. But for that administrative account, that
was granted by the root account, though, right?

A. Correct.

Q. Okay. So the root account still has
control over that administrative account?

A. Right. So that root account could delete
that administrator account, if you will, or change

its password or, you know, disable it.
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Q. Or change its administrative rights?

A. It could change the administrative rights,
but that still wouldn't change the local
authentication within the server itself.

So the most that you would be able to do
-— the most that the root account could do is -- to
that server would be to stop the server or delete it
altogether, delete the administrative role or user
that created the server itself, or just basically
disable the server for some time or move it -- you
know, make some external configurations.

But whatever is inside that server,
whatever data is inside that i1s going to be limited
to any user accounts set up within the server itself.
So it's own -- it's its own environment inside the
server.

Now, you could configure -- right, if the
administrator went as far as to configure the system
to allow authentication from AWS, but that's not
really common practice.

Q. Just explain what you mean by that last
part, that it -- an administrator could allow
authentication by AWS.

A. So you could say —-- you could tell a

server -- and it would depend on the type of server
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on the operating system. You could say don't use my
local authentication for the system, but use an
external authentication like database, which users
and permissions are allowed.

You could set that up to another system or
service within AWS. But, again, that still doesn't
inherently give root any access to what's inside
those systems or servers.

Q. So if it was set up to authenticate to
AWS, though, wouldn't the root have some kind of --
A. That would -- someone would have to go

through and actually configure that, though.

0. Okay. What is the configuration for the
.US AWS?
A. Our configuration is that the root account

was only set up to create the first couple of
administrative accounts within AWS and set, you know,
Just kind of a global security policy requiring a
hardware YubiKey.

(Whereupon, Madam Reporter asked for
clarification from the witness.)

A. Y-U-B-I-K-E-Y, all one word.
BY MS. FARER:
And what's that?

A. It's an actual physical device that you
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A. Correct.

Q. -— for the Binance.US AWS environment?
A. Correct.

0. But that the AWS environment that hosts

the wallet custody software is held by Binance.com?
A. Correct.
Q. Do you know who has the root account --
who manages the root account for the Binance.com

environment that holds the software?

A. I do not.

Q. Do you know who has admin rights for that
environment?

A. I do not.

Q. And nobody from Binance.US has any access

to that environment?

A. No.

Q. Sorry. I'm trying to short-circuit this,
because we covered a lot of this, in the hopes of
moving this along. So just bear with me for a
minute.

Okay. So a lot of subparts here. 30b.
We were talking about the PNK system.
A. Okay.
0. So is 1t the case of the PNK system that

Binance.US uses was forked off of the Binance.com
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system?
A. Yes.
Q. And when you fork this technology, does

the original developer of the technology maintain any

rights over the forked software?

A. No.
Q. Including any access rights?
A. So when you fork something, you're

basically just taking a copy of it. And when you —--
when you drop that copy somewhere there's -- there's
no access rights or any permissions that come along
with that.

You're just -- really just copying the
code and it will inherent whatever permissions you
put that -- you copy -- you paste that -- or you copy
that source code to, so no original developers or
anything would come along with that fork or that
copy.

0. Okay. Let me understand what you said in
the beginning part. When you make the copy the
original permissions that are -- are copied over,
too?

A. No, they are not.

They're not copied. Okay.

A. No.
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Q. Okay. And so it is -- so it 1is a separate
copy that breaks off such that if somebody makes a
change to the original that doesn't also apply to the

forked copy?

A. Correct.
Q. Okay. And so the keys that are associated
with the PNK -- so PNK has a number of controls,

which we'll get through, governing movement through
the hot wallets. So I know we've talked about these
key shards for the cold wallets.

Tell me about the keys for the hot
wallets. It's just not clear to me how they're
created and controlled.

A. So this is kind of one of those areas that
I don't have information on as well given that it's
part of the BHL proprietary system. I think I had
mentioned before there are limits that -- (inaudible)
information I'm not going to get and I don't feel
like I'm entitled to as a customer of the software.

So how they specifically do that on the
back end, I can't tell you. I have an understanding
that it's all built off of proprietary AWS services
and technology. But, again, you know, I glean that
from the reports that I've seen, the SOC 2 report and

conversations with [JJ again. But I don't know
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specifics at all.

Q. So help me understand then -- so PNK has a
number of controls -- which, again, I know are listed
here and we'll get through it -- that Binance.US has

implemented through the PNK software to coordinate
certain transfers of funds through the hot wallets;
is that right?

A. Can you repeat the question?

0. Binance.US -- well, there are controls in
the PNK system that manage the movement of funds
through the hot wallets; is that right? So, for
example, like there's like a threshold by which if
that threshold is reached the way it's described, 1is
there like an automatic transfer to the cold wallets?

A. Right.

Q. And that's something that's built into the
PNK system?

A. Correct.

Q. And so how is it that the -- I'm just
trying to understand the technology. How is 1t that
these -- you know, these wallets are sitting in this
environment AWS that -- there are keys that govern
these wallets, but then there's like an overlaying
software that manages transfers. Like, how does this

work?
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1 A. Yeah. I don't -- so -- so it's my

2 | understanding that PNK -- I talked about doing that

3 | network capture where we look at the traffic on the

4 | -- right.

5 There is -- it's built so that we have

6 | basically an encryption or -- we have a -- we have an
7 | encrypted key or a special authorization to access

8 | that environment and specifically manipulate those

9 | keys based off the functions built in the PNK.

10 And so PNK I guess 1s just kind of -- I

11 | look at it as the front end of the wallet service --
12 | the wallet software. And, again, asking how the back
13 | end works and exactly what services are talking to

14 | which, I just don't know.

15 But this is why our testing -- internal

16 | testing was done quite a bit around trying to abuse
17 | PNK, trying to find vulnerabilities within the -- you
18 | know, the code, doing these network captures just to
19 | see is the traffic as expected. But that's where our
20 | knowledge would fall short.

21 And then these are why I was having

22 | conversations, again, to get more comfortable or just
23 | get familiarity. But, again, there is a level that
24 | -—— of proprietary knowledge of those systems that I

25 | shouldn't know as a customer and, you know, I respect
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1 | that of any custodial solution. So, again, how it

2 | works on the back end, I just couldn't tell you.

3 Q. So your view is that this wallet software
4 | license that you have is a custody solution similar

5| to BitGo and Aegis?

6 A. Yeah. I look at those as -- yes, tools to
7 | control the assets —-- control our assets.

8 0. Okay. And so similar to a third-party

9 | custodian like BitGo and Aegis that has -- you know,

10 | manages and secures the keys, your view 1is that

11 | Binance.com does that for Binance.US?

12 MR. BEVILLE: Objection to the extent it
13 | characterizes BitGo and Aegis differently than what

14 | Erik has done.

15 BY MS. FARER:

IS 0. You can answer.

17 A. So -- so yes. So BitGo, Aegis, and BHL
18 | are all just tools for us to custody our assets. I

19 | looked at them as tools and how we do that. Now,

20 | each one does it a little differently based on their

21 | technology and their methods.

22 But the way we approach the risks and how

23 | we approach securing those is, again, looking at them
24 | in the same lens of, is this a tool? And we put them

25 | all through the same diligence for that reason, so
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A. No.

Q. Does that make -- does a smaller number of
shard holders make the wallets more or less secure?

A. I think it's the same risk profile in my
opinion. I don't think the number of -- you
certainly don't want a lot of shards unnecessarily.
I think it should be based off of like the number of
qualified employees who would be, I guess, qualified
to be a shard holder.

So, you know, again, I think from a risk
profile we wanted less shards. But, again, I wasn't
involved in those conversations until -- to decide on
what number we would end up at.

Q. Who was involved in those conversations?

A. I don't know. I am -- I was aware that
Gerry may have been involved, but I don't know 1f he
had any decision-making authority on that or -- you

know, I don't know what was going on at that time.

Q. Okay. How do you know that he was
involved?

A. Because I don't know i1f you recall, Gerry
was for -- my point of -- internal point of contact

who knew the most about our shards and custody kind
of posture at that time.

Q. So when you said we were the driver behind
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air that it -- that it -- once we got the
understanding that it wasn't, we were in discussions
with BHL for them to conduct a new SOC report on
specifically our environment, which they initially

agreed to.

0. When did that conversation occur?

A. Either late last year or earlier this
year. I don't remember the exact time.

Q. And you said Binance.com initially agreed

to have your wallet software be reviewed for under

soc 27
A. By a third party, vyes.
0. And when you say initially agreed, has

that decision changed?
A. Yeah. Well, I haven't been told it's not
going to happen, but it -- we haven't made any

progress on that.

Q. And why have you not made any progress on
that?

A. I think -- I don't know. I can't speak to
why the communications are slowed down on the -- on

the BHL side, but that's a big part of it.
Q. What progress was made when you were under
the impression that this SOC 2 report was going to --

or the SOC 2 assessment was going to occur?
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A. Identifying which third-party assessors we
-- you know, we would consider going in for that. So
it was a collaborative discussion, okay, recognize
that we need a SOC 2 report or some kind of security
report done specifically on our environment, our
implementation of the custody software.

And then it was already —-- which they

initially agreed to, and then we were at the stage
of, okay, which vendors are they comfortable with,

you know, and that we are both comfortable with.

0. And was a vendor selected?
A. We -- we didn't get that far.
0. Who were you talking to from Binance.com

about this issue?

A. B co:in.

Q. And when was the last time that you had a
communication with [Jjj about this issue?

A. I don't remember. I don't remember.

Q. Based on how these conversations have
progressed, do you believe that a SOC 2 report for
the wallet software that Binance.US uses is going to
occur?

A. I don't have reason to think it's not
going to occur. Our discussions was while it -- my

opinion is it didn't have to be a SOC 2 report.
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It just had to be some third-party
security based assessment, whether that's office
security, penetration testing, or an actual
formalized SOC 2 or ISO. So the general consensus
like they agreed, yeah. They were happy to move
forward with that.

Q. And -- I'm sorry. Maybe I didn't hear
you. When was the last time you had a conversation
with them about this?

A. I want to say it was earlier this year.

Q. Okay. So like January? February? What
month are we talking about here?

A. The initial discussions came up sometime
in Q1, and I think we were continuing to discuss
periodically over the following months.

Q. Have you followed up and pressed on the

status of this report?

A. No, not recently.

0. And why not?

A. Like I said, you know, communication
requests have slowed down. So I don't know if

they're trying to identify a better point of contact
for us to have for these kind of things or -- you
know, while I have -- you know, while -- while it's

been great to have [Jj as a single point of contact,
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Just work through this and then we could have the
discussions later.

MS. FARER: Okay. And maybe some of this
can be balanced by production of additional
information that we've been requesting.

BY MS. FARER:

0. All right. Turning to the document,
Exhibit 71 in front of you -- okay. So if we -- you
have to bear with me. If you go to 6.1.2 -- do you

see that? --

A. Yes.

Q. Okay —-- it references an approved
communication channel. What are the approved

communication channels?

A. Wait a minute. 6.1.27
0. Yes.
A. Oh, so at the time the shards all had a

secured communications app on them.
0. At what time?
A. When -- well, I guess up until we moved

all shards to the US.

Q. And why did that change?
A. I wasn't given a reason, so we received
the shards. It was my understanding -- you know, at

that time I understood there to be a proprietary --
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basically messaging app that were on the shards
themselves, which basically did not -- you know, it
blocked the identity of the shard holder.

But this way the shard holders could still
communicate as a group or —-- to the original TSS
requester about each transaction or what have you.
That is our preferred method. That i1s what we are
working towards getting back to that.

But it's my understanding that BHL was
providing that -- that secure app and they -- I don't
know if they didn't want to support it. I don't know
why they removed it, but when we asked if we could
have access, they said no.

Q. Who did you talk to about that?
A. That at the time was Hanna (phonetic).

That was the only question I had for Hanna

(phonetic) .
0. Who is Hanna (phonetic)?
A. She is the person I got the three shards

from, the three shards I picked up in Dubai.

What's her last name?

A. I believe Chen.
0. So Hanna (phonetic) Chen is the person you
spoke with about the -- about no longer having a

communications channel on the shard devices?
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A. Correct.

Q. And so you directly picked up the shards?
A. I picked three of them up, yes.

Q. And is that because the fourth was already

in the United States?

A. So at the time --

THE WITNESS: I can talk about the
collaboration of how we moved things -- everything --
all the shards to the states?

MR. BEVILLE: Yes.

A. There was three shards in Canada. One
shard has always existed in the states, as far as
I've been here, and then the three shards I picked up
from Hanna (phonetic) in Dubai.

So at the time that I was traveling to
Dubai and back we were coordinating individual
US-based employees to go individually pick up the
shards from the folks -- from the people in Canada.
So we already had the three shards in Canada. We've
had those under Bam -- Bam possession.

So it was Jjust a matter of finding the
right people to go pick them up and bring them to the
states, and those are still the shard holders to this
day. And then the three shards I picked up when I

got back to Chicago I dispersed one to someone on my
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security team and two others to other US-based Bam
employees.
BY MS. FARER:

Q. Was there any other alteration to the
device or software holding the shards beyond removal
of this channel?

A. So that app was not part of the shard app.
It was a separate app that was installed on the
phone.

Q. Okay. So each device that held a shard
had an approved communication channel and the
software through which the shards are -- through
which they operate?

A. Correct.

Q. And so when you got the device there was
no longer the communication channel?

A. Right. I noticed that. So we sat
together for maybe ten minutes. I turned each device
on to ensure the integrity of the device as much as I
could. But that is something I noticed relatively
quick (sic), so I asked at that time.

Q. For the other devices that were held by
Bam employees, did they still have the communication
channel on 1it?

A. It's unclear if it's still installed, but
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it's no longer working.
Q. And why was Hanna (phonetic) Chen the

person who had the shards?

A. I don't know.

0. And why was she in Dubai?

A. I don't know that either.

0. How did you coordinate picking up the

shards from her?
A. It was through -- her and I -- I was given

her telegram contact information.

0. From who?

A I believe maybe Tao.

0. Tao clearing (sic) --

A I don't specifically remember. It was
somebody -- it was a Bam employee. I just don't
specifically remember if it was -- I believe it might
have been Tao as Tao 1s the one that's -- as I
understand it, he's the one that has -- he has a --
he has a communication -- he's able to -- I don't
know -- to get communication with her or she is just

the one that is basically supporting our instance
from the operational side.

And so we kind of view her as like the BHL
support person for our wallet operations support, if

needed.
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0. Hanna (phonetic) Chen?
A. Yes. That's how I understand it. I've
never —-- I don't have any direct exposure to see any

communications with anybody. I mean, this is just

from conversations.

Q. Conversations with whom?
A. With Tao.
Q. So I thought we talked about earlier that

your point of contact for the wallets was [}

A. Well, that is for the security and
technology and -- of the -- of the -- of the -- of
the wallets -- like the wallet system back end.

0. Okay. So the role that Hanna (phonetic)

Chen plays with the wallets is what?

A. I don't know. I wouldn't even say she has
a role. All I know is that at times Tao may -- 1if he
has requests that may affect our -- our shard
operations that -- that she was the person that they
would go to -- he would go to in the past.

0. And how much in the recent past? Like

when did that cut off, when the shards were delivered

to you?
A. I don't know -- I don't really know 1if
this was really a -- like I said, I've never actually

seen anything that would say that they've had any
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kind of communications.

0. So what is the basis of your
understanding?
A. Just what I was told, that we need to get

the shards to the United States, that I need to go —--
that -- that I am the one that should be responsible
for it. As a CISO it made sense that I be the one to
go, right? So I said I'll go pick these up. I don't
know why they elected Hanna (phonetic) to be the
person to drop them off or make the exchange.

Q. No. My question was: What is the basis
for your understanding that Hanna (phonetic) Chen is

the point of contact for Tao for wallet questions?

A. Again, just from conversations I've had.
0. With Tao?
A. Um-hum.

MR. BEVILLE: I think you're going to have

a lot of opportunity to discuss that. I mean, we are
getting now well past the seven hours. I don't want
to -- I'm trying not to cut you off, but it's quite

late in the day.

MS. FARER: Okay. We hear you. I mean, I
will say that Hanna (phonetic) Chen having the
shards, she was involved in a lot of the control of

both crypto and Fiat for Binance.US.
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so, for all intents and purposes, they're employees
of BAM.

Q. But you referred, in the beginning of this
deposition, to BHL being an entirely distinct
entity. Right?

A, I did.

Q. And so you don't understand i1t to be the

case that BHL employees are ultimately reporting up

to you.
A. Correct.
THE WITNESS: Sorry.
MR. LAROCHE: Yeah. Can we
just -- just so that's clear. I wasn't

just clear on the question.

I think what you're saying 1is, he
doesn't -- he doesn't think that BHL
employees report to him. Is that the
question?

MR. MURPHY: Yes.

MR. LAROCHE: Okay.

A. That's an unequivocal, no. The PEO 1s not
a BHL-affiliated entity.

BY MR. MURPHY:

Q. What entity is the PEO?

A. What's 1t called? 1It's called Boran or
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Boron.

Q. And you said it's not a BHL-affiliated
entity?

A. Correct.

Q. What's the basis of that understanding?

A. I don't remember a specific conversation,
but -- or who I had it with. I think it was someone

in legal or compliance.

But my understanding is we had a
third-party investigation, what have you, of Boran
to confirm the point that it was an independent,
i.e., non-affiliated entity.

Q. And I don't want you to get into
communications with counsel.

Do you know who led this

investigation?
A. I don't.
0 Do you know when it was completed?
A. I don't.
Q Okay. I am going to --

Do you know a person named Gerry Ho?
A. Yes.
Q. Can you tell me where he sits within the
BAM reporting chart?

A. So he's head of product. He previously
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1 | responsibilities?

2 A. So mostly for general awareness. It's —--

3] 1like, the audited financials or the technical

4 | nuances of PNK. It's not really my domain, but as a
5 | shard holder, obviously, I'd want to be aware of the
6 | high-level policy structure, et cetera, so

7 Q. Do you —-- does the clearing team report to
8 | you?

9 A. They do.

10 Q. And who is the head of the clearing team?
11 A. Tao's head of clearing. He reports to

12 | Sara Sisenwein, who's head of treasury, and Sara

13 | reports to me.

14 Q. Tao reports directly to Sara?

15 A. I believe so. Don't quote me on that, but
16 | I think so.

17 Q. Do you know if that's a recent reporting
18 | 1ine?

19 A. I'm not sure.

20 Q. And is it your understanding that Tao

21 | requests transfers from the cold wallets to the hot
22 | wallets?

23 A. I mean, he's the primary director of those
24 | transfers, but he's not the approver. So he's --

25 | he's coordinating the effort.
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A. I would need more information.
Q. Yeah. I'm asking.

Is that the kind of thing you'd want

to seek more information about?

A. I mean, I don't know.

Q. You said that you understood there had been
an investigation into this entity called Boran.

A. Yes.

Q. And what 1s your understanding about what
Boran is?

A. Again, this is HR's domain.

But my understanding 1is it's a -- I
think what's called a PEO, or a Professional
Employers Organization, or something.

It's basically a third party with
which you can contract to hire and manage what are
effectively employees, but it streamlines some of
the administrivia associated with -- with owning,
managing, and compensating a globally distributed
team.

Q. And are there particular employees who you
understand are being paid through Boran?

A. Sorry. I don't know the specific roster,
but I know that we have employees who are

compensated by Boran, yes.
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that is identifying, informing, leading our product
pipeline.

Frank, ultimately his team, has a
direct hand in deploying or executing our product
strategies. So I'll communicate with him quite
frequently on the status of, you know, new products
under development, et cetera.

Q. Have you heard of a BHL wallet team that
assists when BAM is having issues transferring
crypto assets out of or among wallets?

MR. LAROCHE: Objection to form.

A. I mean, not specifically. It wouldn't
surprise me 1f they have some kind of technical
support, Just like Google has technical support for
our Gmail instance, or Microsoft with Office.

BY MR. MURPHY:

Q. But you've never heard of a BHL wallet team
that, for example, Tao interacts with?

A. I mean, not that I recall.

0. We talked earlier about the list of
entities and UIDs that was put together to prevent

transfers to BHL-related entities under the consent

order.
A. Yes.
Q. And BHL entities, you would also be mindful
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of entities that might not technically be affiliated
with BHL but that would be related to CZ?
A. Correct.
Q. And I know we talked generally about this.
When was this list put together?
A. I mean, obviously, it followed the failed
TRO hearing, so late June, early July, thereabouts.

I mean, post-consent order, obviously.

And we -- you know, we jumped on 1t in
good effort -- or in good faith best efforts,
whatever. So, shortly after the consent order.

Q. And so thank you for the time frame.

And I'm just getting to the "we." The
"we," was 1t senior management?

Can you just give me --

A. Yeah.
Q. Exhaust your memory on who was involved and
how it kind of went along. I just want to make sure

I have the details on this.
A. Yeah. Of course.

So, certainly, a multifunctional
effort, pretty much the entire C-suite and our
respective leadership teams were involved. I'd say
the key leaders outside of ops would have been

our chief compliance officer, chief risk officer,
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chief information security officer, chief financial
officer, and our, you know, legal leadership.
0. And what was the format of this?
Was it -- like, for example, was it a

crowdsourced Google doc?

A. I mean, the final list was a spreadsheet.
So yes.
Q. How do you typically populate, in a group

effort, a spreadsheet like that? I assume it's not
like lawyers emailing around a spreadsheet in Excel,

but maybe it is.

A. No. So we use G Suite, like, the Google
environment and -- like, it's called Google Sheets.
They're Excel equivalent. It allows kind of

real-time collaboration of the same document.
So picture an Excel spreadsheet with

people from every department in the company filling

it in.
Q. Thanks.
When was the last time you interacted
with it?
A. Fuzzy on the dates, but probably late July,

early August.
Once we confirmed that the identified

accounts had been withdrawn, disabled, then -- I

137

GRADILLAS COURT REPORTERS
(424) 239-2800




01:55

01:55

01:56

01:56

01:56

01:56

Case 1:23-cv-01599-ABJ-ZMF Document 222-7 Filed 03/05/24 Page 14 of 15

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

wouldn't say I stopped worrying about it, but I
didn't have any reason to enter the document again.

Q. Okay. Revisiting -- again, now changing.

Revisiting the earlier topic of

whether anyone from BAM is receiving pay from any
BHL-related entity, I think you said that you're not
aware of that happening.

A. Correct.

Q. And you're not aware of any BAM employee

getting paid from any CZ-related entity, just to be

clear.
A. Correct.
Q. Have you heard of a company called BitPlay?
A. BitPlay? No.
Q. I think it's a gaming company that might be

related to BHL.

A. No.

Q. It doesn't ring a bell?

A. No.

Q. Your understanding here today is that you

are testifying based on your own personal knowledge?
A. Yes.
Q. You didn't -- did you do any diligence
before the deposition to understand information that

was 1n the possession of BAM writ large so you could
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

SECURITIES AND EXCHANGE
COMMISSION,

Plaintiff,
V. No. 1:23-¢cv-01599 ABJ-ZMF
BINANCE HOLDINGS LIMITED,
AM TRADING SERVICES INC,,
BAM MANAGEMENT US HOLDINGS
INC., AND CHANGPENG ZHAO,

Defendants.

DEFENDANTS BAM TRADING SERVICES INC. AND BAM MANAGEMENT US
HOLDINGS INC.’S SUPPLEMENTAL RESPONSES AND OBJECTIONS TO
PLAINTIFE’S FIRST SET OF INTERROGATORIES

On July 13, 2023, Defendants BAM Trading Services Inc. and BAM Management US
Holdings Inc. (collectively, “BAM”) submitted responses and objections (the “Original
Responses™) to Plaintiff’s First Set of Interrogatories (collectively, the “Interrogatories” and each
an “Interrogatory”). Pursuant to Rules 26 and 33 of the Federal Rules of Civil Procedure and the
Local Rules of the United States District Court for the District of Columbia (the “Local Rules”),
any order entered in or applicable to the above-referenced litigation (the “Action”), or any other
applicable law or rule, BAM submits these supplemental responses and objections (the
“Supplemental Responses) to Plaintiff’s Interrogatories, without waiver of and subject to any
objections or defenses that BAM asserts in these Supplemental Responses, previously has asserted,
or hereafter may assert in this Action. Until a Protective Order is entered in this matter, these
Supplemental Responses are designated confidential pursuant to the agreement memorialized in

email correspondence dated July 7, 2023. To the extent these Amended Responses use a
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capitalized term that is not defined herein, that capitalized term has the definition ascribed to it in
BAM’s Original Responses.

INTERROGATORY NO. 2:

Identify all Persons who have access to, possession, custody, or control of Private and
Administrative Keys or New Private and Administrative Keys or other software or protocols
Concerning the deposit, custody, control, security, transfer, segregation, or withdrawal of
Customer Crypto Assets, including, but not limited to, (i) their employment history, including job
titles, during the last seven years, including whether they have been employed, affiliated with, or
otherwise received compensation from any of the BAM Entities, Binance Entities, or Zhao; (ii)
their residence during the past three years and physical location while working for any of the BAM
Entities, Binance Entities, or Zhao; and (iii) the time period in which they held such Private and
administrative Private and Administrative Keys or New Private and Administrative Keys or other
software or protocols responsive to this Interrogatory. This response should include the date when
any Private and Administrative Key or New Private and Administrative Key holder who was a
former employee or in any way affiliated with any of the Binance Entities ended such employment
or affiliation and started employment with BAM Trading or BAM Management.

ORIGINAL RESPONSE TO INTERROGATORY NO. 2:

In addition to BAM’s General Objections, BAM objects to this Interrogatory on the
grounds that it is overbroad, unduly burdensome, and seeks information not within the relevant
scope of or proportional to the needs of the Consent Order to the extent it seeks information
concerning (i) employment histories over the last seven years; (ii) residences and physical
locations during the last three years; (iii) historical possession of the Private and Administrative
Keys; and (iv) the date on which employment or affiliation the Binance Entities was terminated.
BAM further objects to this Interrogatory as vague and ambiguous on the ground that it seeks
information on whether relevant persons “affiliated with” any of the BAM Entities, Binance
Entities, or Zhao, and will interpret this Interrogatory as if that phrase is not included. BAM further
objects to this Interrogatory on the ground that “other software or protocols” is vague and
ambiguous and will interpret this Interrogatory as though that phrase is not included.

Notwithstanding the foregoing objections, on the document bearing Bates No.
BAM SEC _LIT 00000132, BAM identifies the BAM employees who previously had custody of

2 CONFIDENTIAL
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the Private and Administrative Keys, as well as the individuals who have custody of the New
Private and Administrative Keys, their current BAM job title, whether they have been employed
by the Binance Entities or Zhao, and their current country of residence.

SUPPLEMENTAL RESPONSE TO INTERROGATORY NO. 2:

During meet and confers, the SEC requested the dates when individuals held the Private
and Administrative Keys and New Private and Administrative Keys. BAM responds that the
individuals who previously had custody of the Private and Administrative Keys had possession of
those keys until in or around June 2023 when they were transferred into the possession of BAM’s
security team or BAM employees who currently possess those keys. The individuals who currently
have custody of the New Private and Administrative Keys have possessed those keys since in or
around June 2023.

INTERROGATORY NO. 6:

Identify and describe in detail BAM Trading’s policies, procedures, protocols, and controls
for the possession, custody, control, transfer, movement, security, segregation, availability, and
any encumbrances or limitations of Customer Assets, including (i) the Person(s) involved in their
development, maintenance, performance, operation, and enforcement; and (ii) any changes in
those policies, procedures, protocols, and controls during the relevant time period.

ORIGINAL RESPONSE TO INTERROGATORY NO. 6:

In addition to BAM’s General Objections, BAM objects to this Interrogatory on the
grounds that it is overbroad, unduly burdensome, and seeks information not within the relevant
scope of or proportional to the needs of the Consent Order to the extent it seeks historical
information concerning BAM’s policies, procedures, protocols, and controls concerning Customer
Assets.  Notwithstanding the foregoing objections, BAM refers Plaintiff to its policies and
procedures produced in discovery and the Declaration of Erik Kellogg, dated June 12, 2023 (Dkt.

42; the “Kellogg Declaration) and the Declaration Sara Sisenwein, dated June 12, 2023 (Dkt. 44;
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the “Sisenwein Declaration”) concerning the possession, custody, and control of digital and fiat
assets, respectively.

With respect to Sisenwein Declaration, BAM provides the following updates: (i) since at
least the entry of the Consent Order, BAM’s banking partners are allowing users to withdraw funds
(Sisenwein Decl. § 5); (i1) BAM ceased processing deposits of cash on or about June 13, 2023 and
will cease processing withdrawals of cash on or about July 20,2023. The deadline for processing
withdrawals was extended because BAM’s banking partners were not permitting withdrawals for
a period of time, but have since reenabled withdrawals (id. q 13); (ii1) BAM no longer maintains
customer cash at Axos, Nuvei, Wyre, or Prime Trust (id. 9 15, 16); (iv) BAM customer fiat assets
are currently held at BitGo Trust Company Inc. (“BitGo”’) and Orum Money Movement (“Orum”);
(v) BAM customers can no longer deposit cash with Orum but can withdraw cash via ACH until
on or about July 20, 2023 (id. § 16(d); and (vi) BAM no longer has a banking relationship with
Wyre (id. 9] 16(f)).

With respect to the Kellogg Declaration, BAM (i) refers the SEC to Mr. Kellogg’s
certifications dated June 29, 2023 and July 7, 2023 and to BAM’s Response to Interrogatory No.
2 (Kellogg Declaration 9 33(a)(i)); and notes that transfer requests are now sent to BAM personnel
(not BHL personnel) who then issues the TSS-approval request (id. §33(c)(i)). BHL personnel no
longer have any role with respect to TSS-approval for BAM Customer Assets.

SUPPLEMENTAL RESPONSE TO INTERROGATORY NO. 6:

During meet and confers, the SEC made several requests related to the policies and
procedures concerning BAM Customer Assets, including that BAM (i) identify the policies
currently in place; (ii) summarize how policies are conveyed to employees; (iii) identify the
commentor on Binance.US Digital Asset & Custody Security Standard; (iv) identify who received

the Device Management and Handling Procedures and whether it is still in place; and (v) explain

4 CONFIDENTIAL
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when revised policies will be finalized and produced. The SEC has also requested that BAM
provided updated information concerning the authorized signatories and account owners for
BAM’s accounts holding customer fiat assets.

First, the policies produced to date remain in place, including the Binance.US Digital Asset
& Custody Operations Policy (BAM_SEC LIT 00000001); Device Management and Handling
Procedures (BAM _SEC LIT 00000021); Binance.US Business Continuity and Disaster
Recovery Plan (BAM_SEC LIT 00000043); Binance.US Risk Methodology
(BAM_SEC LIT 00000094); and Binance.US  Vendor Due Diligence Policy
(BAM_SEC LIT 00000130). While the Binance.US Digital Asset & Custody Security Standard
policy is in draft form, BAM has summarized the procedures concerning the security of Customer
Assets in other documents, including in the Declaration of Erik Kellogg and BAM’s Original
Responses. BAM also has policies focused on IT and cybersecurity (see
BAM SEC LIT 00000366 through BAM SEC LIT 00000903).

Second, BAM’s Security team, including Mr. Kellogg, BAM’s Chief Information Security
Officer, is responsible for ensuring that policies concerning Customer Assets are conveyed to the
appropriate BAM personnel. This occurs in a variety of ways, including through briefings,
communications, and making policies available to the necessary personnel. For security purposes,
BAM’s policies concerning Customer Assets are conveyed to employees on a need-to-know basis.

Third, the commentor on the Binance.US Digital Asset & Custody Security Standard
(BAM_SEC LIT 00000104), is Mr. Kellogg. As to the “Users” and “Requestors” identified in
the draft, those functions are filled by members of the Clearing Team as described in our July 7,

2023 correspondence.

5 CONFIDENTIAL
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Fourth, BAM’s Security team provided the Device Management and Handling Procedures
to the holders of the New Private and Administrative Keys. BAM’s Security team also briefed
those individuals on the procedures and best practices for security regarding the New Private and
Administrative Keys. As noted, the Device Management and Handling Procedures remain in place.

Fifth, BAM is in the process of revising its policies, which involves drafting and/or review
by BAM’s Security team and appropriate BAM executives. This includes correcting any
references to Ceffu, which has not provided and does not currently provide any services to BAM.
There is no set timeline in place for approval of the revised policies.

Finally, with respect to the Kellogg Declaration, BAM states that it is now in control of the
root account for the Amazon Web Services (“AWS”) datacenter in northern Virginia that houses
the servers running the wallet custody software used by BAM. Kellogg Declaration §30(a). With
respect to the Sisenwein Declaration, BAM states that it no longer maintains customer cash at
Orum; BAM customer fiat assets are currently held exclusively at BitGo. Sisenwein Decl. §16. The
account admins for BAM’s accounts at BitGo are identified in the document bearing Bates number
BAM_SEC LIT 00004664.

INTERROGATORY NO. 22:

For each blockchain for which the BAM Entities have any crypto asset wallets for company
crypto assets or Customer Assets, identify and describe in detail the following:

a. how the wallets were established;

b. the Person(s) who set up, maintain, have any access to, custody, or control over
the wallets;

c. how they are administrated and operated and by whom;
d. information about the coding and software that governs the wallets;
e. the Persons who hold the Private and Administrative Keys or New Private and

Administrative Keys;

6 CONFIDENTIAL
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UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

SECURITIES AND EXCHANGE
COMMISSION,

Plaintiff, Case No.:
V. 1:23-cv-01599-ABJ
BINANCE HOLDINGS LIMITED, BAM
TRADING SERVICES INC., BAM
MANAGEMENT US HOLDINGS INC., and
CHANGPENG ZHAOQO,

Defendants.
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can also provide a total amount for an individual
address. So if we needed, they could provide us
with the detailed addresses and then we can
manually verify on blockchain to see if those
specific addresses have that specific amount.

Q. Who were you referring to when you say
"the wallet team"?

A. I refer to the BHL wallet team when I

was saying "wallet team."

0. And that's different from the big data
team?

A. Correct, they are different.

Q. Who do you deal with on the BHL wallet
team?

A. I do not know the specific names because
they're -- they are anonymous in the group chat.

Q. So you have a group chat with a wallet

team from BHL where the individuals are anonymous?

A. Yes.
Q. Is this a chat you use regularly?
MR. LAROCHE: He's saying —-
Jjust -- Jjust to be clear, are you

saying chat with this specific group
of people that happens regularly or

just generally use whatever chat
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function you're talking about?
MR. MURPHY: I mean the
specific chat group.

MR. MENDRO: Objection to

form.
A. Yes.
Q. I'm sorry, I didn't -- I didn't know
there was an answer to the question. So hold on.
Are you -- so 1in this group chat
between -- there's a group chat that has you and

the BHL wallet team.
Are there other members of your clearing
team on that chat?

A. Yes. The members in our clearing team
and also the BAM operation team are all in that
chat.

Q. Anyone else besides members of the BHL
wallet group, members of your clearing group, and

the operations team that are on that group chat?

A. No.
Q. How often do you use this chat?
A. So this group chat is used when the

clearing team has any technical issues. And then
for the clearing team there were no other

functions used in this group chat, but there are

71
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communications between the operations team and the
wallet team in the group chat.

Q. So is it the kind of chat that you use
on a daily basis? weekly basis? Less frequently?
More frequently?

A. The communication is not regular, but
approximately there is one communication per week.

0. What was the last communication that you
remember in that chat group?

A. The last time the communication happened
in last week and it should be other members in our
clearing team to communicate with them. I wasn't
involved in that communication.

Q. And I'm just trying to get a sense of
the kind of things that are discussed.

Do you know what that communication last
week was about?

A. Yes, I know. It -- it was the token
asset from one of our customers that was stuck in
the deposit address. So basically when it reached
the threshold, it didn't automatically transfer
into the hot wallet. So members of our clearing
team was asking the wallet team.

0. And how did the wallet team respond?

A. So their response was that they went to
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check the issue and after a period of time, they
would respond and say that the issue has been
resolved.

0. So what role does the BHL wallet team
have in transferring crypto assets from the
deposit wallets to the hot wallets?

MR. LAROCHE: Objection to

form.
A. I think they were only doing some fixes
on the technical issues. I don't think they

played any other roles.

0. Well, whatever fix they did on the
technical issue resulted in crypto assets getting
unstuck and transferring from the deposit wallet
to the hot wallet. Right?

MR. LAROCHE: Objection; lack
of foundation.

A. Yes, from the results. That's -- that's
it.

Q. And do you know what they did to do
that?

A. They didn't tell us what they did with
it, so I don't know. It is Jjust that afterwards
they would tell -- tell us that it's been fixed.

And then when we go to check the deposit address,

73

GRADILLAS COURT REPORTERS
(310) 859-6677




l6:

16:

16:

16:

l6:

16:

16:

16:

l6:

16:

16:

16:

l6:

16:

16:

16:

l6:

16:

16:

16:

l6:

16:

16:

16:

l6:

19:

19:

19:

19:

19:

19:

19:

19:

20:

20:

20

20

20:

20:

20:

21

21:

21:

21:

21:

21:

22

22

22

22

11

17

20

25

28

50

53

58

09

14

:25

:29

33

33

36

: 25

30

35

42

47

53

10

122

124

32

Case 1:23-cv-01599-ABJ-ZMF Document 222-9 Filed 03/05/24 Page 11 of 20

o O W N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

CONFIDENTIAL

we notice that the transfer has been successful.
It has been transferred to the hot wallet from the
deposit wallet.

Q. Oh, so this was a transfer going from
the hot wallet to the deposit wallet?

A. From the point of view of the
blockchain, it is a transfer from the deposit
address to a hot wallet.

0. How should it normally work in this
instance? So what would normally cause the assets
above a certain threshold to transfer from the
deposit wallet to the hot wallet?

MR. LAROCHE: Objection to

form.
A. Normally, as I said, there is a
threshold. So when the amount reaches the

threshold in the deposit address, it automatically
transfers into the hot wallet. There is no
interference needed.

Q. And do you know the software or program
that accomplishes that in the normal instance?

A. I don't know.

Q. Can you explain to me how the reports
from the big data team relate to the data that is

on the PNK database?

14
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sure that the -- the transcript's

right.

MR. MURPHY: Yeah. I mean,

to be fair, I'm really just going off

the -- the -- his own description of

responsibilities which says

"initiating corporate and customer

transfers between wallets." But I

also have your point that there are

automatic transfers he testified to.
BY MR. MURPHY:

Q. So maybe what -- maybe you can put that
all in context, Mr. Zhang.

What is -- what are your
responsibilities when it comes to initiating
transfers between these wallets?

A. So as I mentioned earlier, our clearing
team, the procedures that involved us for our --
for our manual input was the transfer from cold
wallet to hot wallet. And in terms of from hot
wallet to cold wallet, we can manually adjust the
threshold. And other than that, the transfers
from, for example, the -- the deposit wallet to a
hot wallet, it is automatic and it doesn't need

manual input.
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Q. Okay. So let's talk about transfers

between cold wallets and hot wallets.

A. Okay.
Q. Are you responsible for initiating the
request -- strike that.

Are there any automatic transfers

between the cold wallet and the hot wallet?

A. So the transfer from the cold wallet to
the --
THE INTERPRETER: Sorry,
correction.
A. The transfer from the hot wallet to the
cold wallet, as long as it -- the asset reaches a

threshold, the transfer is automatic.

Q. But are there any automatic transfers
from the cold wallet to the hot wallet?

A. The transfer from cold wallet to the hot
wallet needs a manual application and the approval
of four key shards.

Q. The key shards are part of a protocol
that splits up private keys. Am I right?

MR. LAROCHE: Objection to
form.

A. That is my understanding. So it is a

private key being split into seven different key
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shards.

Q. And you need four of them to make a
transfer you said?

A. To complete the transfer, it requires
five individuals: So one as the person initiating
it and then it needs the approval of four key
shards. These five people are four -- are five

different individuals.

Q. Are you a key shardholder?
A. No, I'm currently not.
Q. What's the basis of your understanding

for saying that you need four key shardholders to
initiate a transaction out of the cold wallet?

A. Because I was one of the key
shardholders. That's how I knew that for a
transfer to be -- to go through, it requires four
key shards -- holders to approve. And now I am
the person initiating the application for the
transfer. So from my communication with other
current key shardholders, I know that it requires
four key shardholders to approve.

Q. Do you know who the seven current key
shardholders are?

A. Yes, I do.

0. Who are they?
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for their withdrawal function. So they cannot
transfer the asset from BAM Trading.
Q. Are you aware of any other controls that

were put in place to comply with the consent

order?
A. I'm not aware of.
Q. When was the last time you spoke to

Heina Chen?

A. About two weeks ago, but he or she
didn't respond to my message.

Q. Why did you reach out to her?

A. The reason why I reached out to her was
to ask her to add the access for an additional BAM
employee to access the TSS system.

Q. Is that the -- does that mean -- what
does that mean, to give access to the TSS system?

A. Because when we were talking earlier
about transferring from the cold wallets, it was
initiated on a system called TSS. And currently
I'm the only one with the access to that system,
so I asked Heina to give access to another
employee in Binance.US. And that is because Heina
is the admin -- administrator of TSS. But this,
of course, request is from the security team of

our company and I was Jjust conveying that
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CONFIDENTIAL
information to Heina.
0. And she didn't respond?
A. No, she didn't.
Q. What is your understanding of what Heina

is able to do in connection with the TSS system as
an administrator?

A. I'm not sure what she can do on the TSS
system, but I'm only aware that she can assign the
access for people to access the TSS system.

Q. Can she create a new shard?

MR. LAROCHE: Objection to

form.
A, I don't know.
0. Does she know who all the shardholders

are?
MR. LAROCHE: Objection; lack
of foundation.
A. I don't know i1f she knows.
Q. Before you reached out to her two weeks

ago, prior to that what was the last time you

reached -- you —-- you were in contact with Heina?
A. I don't quite remember. It might be
last month.
0. And what were you in contact with her

about last month or thereabouts?
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A. It was also for this issue of add --
adding access. And because she didn't respond to
me then, that's why I followed up two weeks ago.

0. When -- when was the last time you
actually were in contact with her such that she

responded to you?

A. It's probably in June 2023.

Q. And what were you communicating about
then?

A. It was about turning over the key shards
to —-- for BHL employees to turn the key shards to

BAM employees.

0. And were these communications over the
phone?

A. I suppose it was still on Wea, the chat
tool.

Q. And what did she say about this process

of handing over the key shards from BHL to people
in the U.S.?

A. I think she responded in saying that she
is aware of that and I don't know if there were
other things.

Q. How often were you communicating with
her in the months leading up to June 202372

A. So are you referring to that month
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Q. One of them you handed personally your
shard as part of the handoff. Correct?

A. Yes.

0. How do you know who the other six
current shardholders are?

A. I was told by the manager from our

security team.

0. Who was that?

A. It's Erik.

Q. Erik Kellogg?

A. Yes.

0. And you have a role as initiator for the
transfers now. Correct?

A. Yes.

Q. Does that require a device?

A. No, it doesn't. It is on a -- an

application on the computer.

Q. So what was the function you were
looking to add for another person when you reached
out to Heina Chen a month ago?

A. So the function would be the same as the
functions that I do now to submit the transfer
request.

0. So you wanted to add another initiator

so you're not the only initiator?
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A. Yes. From my -- my understanding that's
it, but this requirement was brought up by the
security team and I was just trying to pass the
information.

Q. Who do you mean -- who do you mean by
"the security team"?

A. It's still this Erik.

Q. And did Erik tell you why he wanted

another person to be added as an initiator?

A. It's also because that I needed a
backup.
Q. Was there a specific person you were

asking Heina to add?

A. No. We haven't decided who the person
is. We needed to inform, make sure that Heina is
aware and agrees to adding the person, and then we
intended to discuss who that person is later on.

Q. Do you think it requires Heina's
approval to decide who would be the new initiator?

MR. LAROCHE: Objection to
form.

A. I'm not sure i1f you can say that, but I
know that it's only Heina who can add a new
initiator.

Q. And apologies 1f you've already said
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REPORTER'S CERTIFICATION

I hereby certify that the witness in the
foregoing deposition, TAO ZHANG was duly sworn through
the Interpreter to testify to the truth, the whole truth
and nothing but the truth, in the within-entitled cause;
that said deposition was taken at the time and place
herein named; and that the deposition is a true record
of the witness's testimony as reported by me, a duly
certified shorthand reporter and a disinterested person,
and was thereafter transcribed into typewriting by
computer.

I further certify that I am not interested in
the outcome of the said action, nor connected with nor
related to any of the parties in said action, nor to
their respective counsel.

IN WITNESS WHEREOF, I have hereunto set my
hand this 6th day of September 2023.

Reading and Signing was:

requested waived X not discussed.
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COMMISSION,
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BINANCE HOLDINGS LIMITED, et al.,
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No. 23-01599

Washington, D.C.
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10

THE COURT: No. ©No. I appreciate it.

MR. MURPHY: -—- set out the fundamentals here.

BHL had to destroy any keys that it had. And just

so that we didn't have to worry about whether they follow
through on that, BAM had to create new wallets and new keys
to make sure they were wallets and keys that BHL never had
access to.

You know these. You helped us. You very
helpfully helped us negotiate these terms.

But it's important because it frames what we're
trying to get at here. Those are the requirements we're
focused on.

We've taken a lot of discovery of BAM here. And
BAM has made the assertion that, despite using Binance's
wallet custody software, they have exclusive control of the
keys. So we've been pushing on that.

And it boils -- and BAM counsel can get up and
correct anything I'm saying here or clarify it. But it
really boils down to, they have this PNK system. It's an
interface. And when they do a manual transfer, they're
looking at a list of wallets, and they put in a number and
it goes from wallet A to wallet B and it seems to go
through. And that's a blockchain transaction.

And they set thresholds. They say: If this

crypto asset goes over X number of whatever it is, it'll
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11
automatically transfer over to a different wallet. And it
seems to work.

That seems to be the basis of their assertion of
exclusive control. And we've pressed on that.

For example, the PNK system, I don't think it's
disputed, doesn't have the private keys. In fact, the
private keys are nowhere within BAM's environment. It's
somewhere else. It appears to be in a BHL environment that

is controlled by BHL and that BAM does not have access to.

So we've asked the guestion: How do you know that
you have exclusive --

THE COURT: And I assume from your perspective
you'd view that as inconsistent with the consent order. 1Is
that right or no-?

MR. MURPHY: It depends. This is what we're
getting at, right? Because there's a story. It starts with
the deposition of Eric Kellogg, where he said, I don't have
access to the back-end system. I don't have any reason to
think that they have unfettered access, but I don't have any
access to the back-end system. I can't tell you exactly how
it works.

More recently, his deputy, CISO, said he thinks
BHL stores the keys. He doesn't understand how the PNK
system interacts with the private keys. He has no

understanding of any controls that prevents any BHL employee
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to access the private keys.

And there are little glitches that cause us to
have questions about the arrangement, like the head of
clearing, who's in Canada, who really makes the decisions
about many of these transfers, said almost always when he
puts in the transfer, it goes through. But -- except when
it doesn't. And in one instance, it didn't go through and
he had to call BHL. And he doesn't know what they did, but
whatever they did caused the assets to transfer.

The same for the shards that you've heard about.
It's —- they have phones. We've done -- BAM has been great
in facilitating inspections of these really helpful -- gave
us plenty of time with the witnesses. But they're pressing
buttons. They have no idea what's under the hood.

THE COURT: Are you the good cop and Ms. Farer is
the bad cop? This is great. I love it.

MR. MURPHY: If you see me up here, you can assume
that she has more important things to do.

THE COURT: No. I 1like that. I'm sure. Right
now. Great. That was very holiday spirit. Thank you. I'm
glad to hear the inspection went well.

MR. MURPHY: There could be -- and a lot of this
has happened recently, since we last saw you. Right?

It may be that BHL doesn't control the keys.

Right? There could be some cryptographic technology that

12
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confirm what are the right reports. When we confirm what
are the right reports, we're going to produce those.

So again, we're going to fill the gap. That's --
that's what we've agreed to do. That's what we have
considered at the Court's request.

But we don't agree that there's much more to do at
this point, your Honor.

The SEC has said, We don't understand how it
works. But they've been told how it works. If they're
trying to understand this at some molecular level, you know,
I don't know how that understanding is going to be conveyed.

If there were a document, a definitive guide to
how everything works, and we were able to find that document
and produce it, I think that's something we'd be open to.
But there isn't a definitive guide to how everything works.

BHL is a young company that grew very fast. It
invented the software. It understands the software. It's
explained the software to BAM in all relevant respects, and
BAM has testified about that.

We just don't think that there's any blanks left
to fill on that front.

So we respectfully submit that what we have
offered, above and beyond what BAM has produced, should be
more than enough at this stage. Merits discovery is stayed

by the district court judge. Expedited discovery should be

50
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THE COURT: From BAM's perspective?

MR. MENDRO: From BAM's perspective. That's
right, your Honor. Which is, I think, the relevant
perspective at this point.

But, you know, to be able to prove the negative is
a very difficult thing. As I said, if there were a document
that says, "Here are the ten reasons why the SEC shouldn't
have any concerns,”" I think we would be glad to hold that
document up in court and produce it to the SEC.

We —-- the struggle we're having is we don't think
there's a document on that and we don't know what specific
question.

I've heard a lot of vague questions; I've heard a
lot of metaphysical concerns. Right? How does it really
work? What makes it work?

There isn't a "yes" or "no" answer to that
question. There isn't a specific way to explain how it
works or even to understand what it means.

So I think if we had specific direction about, Is
there a certain thing that they need to know, and that's
going to be the end, then we're done, so if we answered this
specific question, then we're done, I think we could try our
best to find out if there's a way to answer it. And I don't
think there's going to be a document. I don't know that

there is going to be a person who --

56
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1 THE COURT: I don't think there's going to be a
2 document. I agree with that. I mean, I think those can
3 still be helpful, though, to prepare to ask the relevant
4 questions to a witness or witnesses.
5 But I want to be clear to both BAM and BHL: I
6 don't want you all -- I was trying to say this before to
7 BAM: I don't want you all to -- right. I get it. You want
8 to get off the hamster wheel. And they're never going to
9 let you off. I agree. I mean, that's the Government's job.
10 I don't think they're doing it wrong. I mean, they have to
11 do what they have to do. But that's ultimately why we have
12 a system where we are. It's my job. It's not their job to
13 get you out of there.
14 And so I just don't want you all to not answer
15 things, to just think: This is only going to lead to 10,000
16 more gquestions. Right? Like what's the point?
17 MR. MENDRO: Right.
18 THE COURT: So I think once we hear from the
19 Government again, I'm going to try to narrow this down. But
20 I do think, right, it's not only like a hypothetical of,
21 like, what does BHL know on its end?
22 There is at least some example that they can point
23 to where something happened. So even if it's just sussing
24 out what happened on that one transaction and asking that
25 person, right, Since then, have you had to do this again or
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final fact deposition, about doing a joint status report?

MR. LAROCHE: Yeah. That makes sense, your Honor.

THE COURT: Okay. Great. So I think we're good
on that, and we'll leave that where it is.

I'm just going to remind -- I know that you view
those as intertwined. Who's paying who? Because if
someone's paying somebody, presumably they have some control
over that person. It's just -- there's a difference between
that sort of, you know, spiritual control and just the ones
and zeroes. And I get it: They're intertwined.

But let's really focus on, right -- at the end of
the day, if someone put a gun to my head, which I hope they
don't, and said, like, What's our number one issue, that is
my number one issue still. It's like: Does the software --
let's just start with that baseline. Does the software
allow for this?

But I think it's reasonable to ask, you know, what
are people's incentives in here? Because, you know,
software's manipulated by people. 1It's controlled by
people. We've not yet reached the, you know --

MR. MURPHY: 1It's more like the lack of clarity.

THE COURT: Okay.

MR. MURPHY: The word "allowance" was used very
precisely, and we were told: That's the only -- I didn't

really get an allowance growing up. It was capricious when

93
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point to and it's sort of been given up front. So I think
it helps you if we're going to avoid litigation. I think it
helps them if we get to litigation.

But I think we're going to avoid that, because I
keep hearing from them: We're getting there. And I do
think that we are. So we'll leave it at that with BAM.

Okay. For BHL, why don't we -- I think, you know,
I don't know if there's any more questions from my end.
You've heard me. 1It's that sentence that they've read. I
just want to get to the bottom.

And I think that I need some -- that these are
questions that need to be answered by people, not just
through documents alone. And so that there is some, you
know, tailored, narrow discovery.

But, you know, some of that is also based in fact,
not just hypotheticals, so that we understand how the
software works, but that I also agree that, you know, of the
things BAM has done, the things that have happened since our
last hearing, have all continued to put you in a better
position to say: Look, at the end of the day, no one is
going to be able to say with 100 percent nothing can happen.
But we're not at, you know 49 or 51 percent. You know,
we're at -- in the 70s and 80s based not only upon the
testimony, but just the reality. Right?

What has happened? This is an investigation that

95
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joint status report? I mean, it seems like you can be
pretty curt and just say, "Still working on it; we'll get
back to you," which is fine. Or do you think that that --
it's sort of so perfunctory it's not helpful?

MR. MURPHY: No. It's just -- it would be strange
to get a report in mid-December saying "We're still working
on it."

THE COURT: Okay.

MR. MURPHY: Right? The issues are clear enough.
So that's the only thing I would like to signal to the
Court.

THE COURT: Yes.

MR. MURPHY: And I think counsel has that point.

THE COURT: Great. So let's plan on getting our
update then; and we've heard the SEC is hopeful that, you
know, you'll have things to show them.

And I think it's hard for me to imagine that it
isn't a few things that -- not just the documents, but
documents and again witness testimony. Someone who's going
to be able to say with knowledge, having created this
software, managing this environment, right, we can answer
this question. We don't need to get into a million
different things here. But do we have control over what BAM
employees are doing in terms of the management of assets and

do we have software control? Those seem to be the two big
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that there are any more open issues with respect to any
documents.

THE COURT: Yes. Why don't we hear from -- do you
all believe -- or at least are those the two big buckets to
start with, but there might be some ancillary stuff?

MR. MURPHY: We're looking for documents that'll
support the assertion that says BHL does not have access to
BAM's assets.

THE COURT: True.

MR. MURPHY: If the SOC report answers that, fine.
If the SOC report talks about how everyone has security
badges to get into the building, that's not going to answer
the question.

THE COURT: No. I've got you.

MR. MURPHY: Okay.

THE COURT: So I think -- I mean, I can clear that
as my concern. I think that you understand that that's a
concern. So I don't think we should limit ourselves to just
the things that they have said have been helpful that you'll
produce.

I think that you all, as I'm sure you must be,
continue to do your due diligence, figure out: Are there
other documents that would answer those questions? And if
there are, great. And, you know, within reason. Right? I

mean, this is not just a simple Google search within your
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software. Right? You know, it's limited expedited
discovery.

And so I think the things that are helpful also,
if there is litigation, is that you set -- it shouldn't be
just, "They said these are the two things. We identified
that and we gave them those two things."

I think you're going to need to be able to say a
little bit of, What are all the other things you tried to do
to suss out there's anything else to answer that gquestion?
Which there may not be.

MR. MENDRO: Yes.

THE COURT: Okay.

MR. MENDRO: And we are, your Honor. To be clear,
we're working closely with our client on that. My concern
is, is the documentation of this company wasn't around
rebutting this sort of accusation --

THE COURT: Right. 1I'm totally with you.

MR. MENDRO: -- which doesn't have any support or
any historical basis to be there.

So I —-

THE COURT: I hear you loud and clear.

MR. MENDRO: We're working hard on this. And I
don't know that there will be a lot more in terms of
documentation on this front.

THE COURT: That's okay. Right? 1If that's where
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you get to, as long as you think you have some -- the
working-hard part, you can flesh that out whenever it is, at
the next hearing or in litigation, whatever it is. That's
what I'm going to want to know.

I think ultimately that's what the SEC is going to
still want to know, because if you say there aren't more
documents, I think they're going to say, Well, why aren't
there?

But if you can say, like, Hey, here's all the
different types of things we've done to try to find those
different documents, I would like to think that they would
say: Okay. We're not satisfied, but we also think that
you've done what you can do.

So that's the document request.

Yes.

MR. MURPHY: Just one other thing. I mean,

Mr. Mendro, like me, like all of us in this room, are more
comfortable with documents. Right? But engineers are used
to answering these questions all the time about access.

THE COURT: Yes.

MR. MURPHY: So I think it will require speaking
to an engineer. And they have code, right, that they write
and they keep in a repository by design to make sure that
they can spot bugs. They all go to this.

I'll say —— I'll remind Mr. Mendro that he did say
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date user_id request_url operate_typ| operate_model operate_result num_hits
e

2023-09-06 Apple.Albasin@binancecf.net /fiat/channel/options success 8
2023-09-06 Apple.Albasin@binancecf.net /overview/queryUserName get overview_userinfo  success 5
2023-09-06 Apple.Albasin@binancecf.net /overview/findMessageBoards search overview_messageb success 4
2023-09-06 Apple.Albasin@binancecf.net /fiat/order/dynamic/phase success 2
2023-09-06 Apple.Albasin@binancecf.net /pos/flexible/userStakeTransaction/pageQuery success 4
2023-09-06 Apple.Albasin@binancecf.net /pos/launchpool/userTransaction/pageQuery success 4
2023-09-06 Apple.Albasin@binancecf.net /deposit-mgs/getList success 4
2023-09-06 Apple.Albasin@binancecf.net /notification/message/querySendFailMessage success 1
2023-09-06 Apple.Albasin@binancecf.net Juser/assetmgr/list search user success 4
2023-09-06 Apple.Albasin@binancecf.net /inspector/record-admin-page-visited success 22
2023-09-06 Apple.Albasin@binancecf.net /launchpool/userlnfo/assetQuery search LaunchPoolUserInfo success 4

Controller
2023-09-06 Apple.Albasin@binancecf.net Joverview/asset/btc2usd success 4
2023-09-06 Apple.Albasin@binancecf.net /admin/operate-log/get-log-model-operate search backend_log success 4
2023-09-06 Apple.Albasin@binancecf.net /release/get-releases-info success 2
2023-09-06 Apple.Albasin@binancecf.net /fiatpayment/getChargeBackPage search trade success 4
2023-09-06 Apple.Albasin@binancecf.net /wallet/fiatpayment/user/limit/statistics success 4
2023-09-06 Apple.Albasin@binancecf.net /pos/flexible/position/list search PosPositionMgmt success 4
2023-09-06 Apple.Albasin@binancecf.net /fiat/mode/options success 8
2023-09-06 Apple.Albasin@binancecf.net Joverview/queryTradeRec search overview_streamer  success 4
2023-09-06 Apple.Albasin@binancecf.net JuserSecurityAdmin/selectUserStatusinfo success 4
2023-09-06 Apple.Albasin@binancecf.net /admin/operate-log/get-list search backend_log success 4
2023-09-06 Apple.Albasin@binancecf.net Juser/info success 2
2023-09-06 Apple.Albasin@binancecf.net Juser-preferencer/query success 2
2023-09-06 Apple.Albasin@binancecf.net /assets/audits/withdraw/list success 9
2023-09-06 Apple.Albasin@binancecf.net /user/operation/log/query/page success 4
2023-09-06 Apple.Albasin@binancecf.net /notification/message/messageDetail /362400787646 success 1

3476481

2023-09-06 Apple.Albasin@binancecf.net Joverview/findMessageBoardsV2 search overview_messageb success 4
2023-09-06 Apple.Albasin@binancecf.net /asset/list success 4
2023-09-06 Apple.Albasin@binancecf.net /pos/launchpool/asset/list success 4
2023-09-06 Apple.Albasin@binancecf.net JuserSecurityAdmin/selectUnifyUserinfo success 4
2023-09-06 Apple.Albasin@binancecf.net Jus/pos/flexible/product/getAllProduct success 8
2023-09-06 Apple.Albasin@binancecf.net /usersecuritylog/operate-log-type success 4
2023-09-06 Apple.Albasin@binancecf.net /fiat/order/dynamic/status success 16
2023-09-06 Apple.Albasin@binancecf.net /certificate/get-delete-reason success 4
2023-09-06 Apple.Albasin@binancecf.net /pos/flexible/WhiteUserList/query search stakingCustomConfig success 4

uration
2023-09-06 Apple.Albasin@binancecf.net success 4
2023-09-06 Apple.Albasin@binancecf.net /adjustment-mgs/getMenuCoinList success 2
2023-09-06 Apple.Albasin@binancecf.net /fiatpayment/chargeback/user-statistics success 8
2023-09-06 Apple.Albasin@binancecf.net /asset/allProducts success 4
2023-09-06 Apple.Albasin@binancecf.net /Jusersecuritylog/getLogPage success 4
2023-09-06 Apple.Albasin@binancecf.net Juser/asset/userPayStatus search user success 4
2023-09-06 Apple.Albasin@binancecf.net /asset/allProductsBot success 4
2023-09-06 Apple.Albasin@binancecf.net /overview/selectUserBaselnfo success 5
2023-09-06 Apple.Albasin@binancecf.net /launchpool/userlnfo/staticQuery search LaunchPoolUserInfo success 4

Controller
2023-09-06 Apple.Albasin@binancecf.net /haodesk/appeal/self-service-log success 4
2023-09-06 Apple.Albasin@binancecf.net /overview/queryBotList search overview_streamer success 4
2023-09-06 Apple.Albasin@binancecf.net /inspector/get-admin-page-visited/10 success 2
2023-09-06 Apple.Albasin@binancecf.net /Jaccount/withdraw/query/lock/amount success 4
2023-09-06 Apple.Albasin@binancecf.net /notification/message/messageDetail/362401288910 success 1

8874241

2023-09-06 ana.bacsa@binancecf.net /assets/audits/withdraw/list success 26
2023-09-06 ana.bacsa@binancecf.net /user/device/property/options success 1
2023-09-06 ana.bacsa@binancecf.net /inspector/record-admin-page-visited success 93
2023-09-06 ana.bacsa@binancecf.net /pos/launchpool/asset/list success 1
2023-09-06 ana.bacsa@binancecf.net /account/withdraw/query/lock/amount success 21
2023-09-06 ana.bacsa@binancecf.net /inspector/prove/getDetail success 2
2023-09-06 ana.bacsa@binancecf.net /inspector/prove/latest/result success 2
2023-09-06 ana.bacsa@binancecf.net /adjustment-mgs/getMenuCoinList success 1
2023-09-06 ana.bacsa@binancecf.net /fiat/mode/options success 47
2023-09-06 ana.bacsa@binancecf.net Joverview/queryUserName get overview_userinfo  success 24
2023-09-06 ana.bacsa@binancecf.net JuserSecurityAdmin/selectUserStatusinfo success 21
2023-09-06 ana.bacsa@binancecf.net /user/device/listPage success 12
2023-09-06 ana.bacsa@binancecf.net /fiatpayment/getChargeBackPage search trade success 21
2023-09-06 ana.bacsa@binancecf.net /account/message-map/get-message-map success 7
2023-09-06 ana.bacsa@binancecf.net /statistics/trade/list success 2
2023-09-06 ana.bacsa@binancecf.net /user/operation/log/query/type success 1
2023-09-06 ana.bacsa@binancecf.net /inspector/get-idm-detail success 2
2023-09-06 ana.bacsa@binancecf.net Juser/common/getParentChildAccounts success 42
2023-09-06 ana.bacsa@binancecf.net Juser/binance/query success 1
2023-09-06 ana.bacsa@binancecf.net /statistics/order/delegationRiskReport success 2
2023-09-06 ana.bacsa@binancecf.net /wallet/fiatpayment/user/limit/statistics success 21
2023-09-06 ana.bacsa@binancecf.net Joverview/findMessageBoardsV2 search overview_messageb success 21
2023-09-06 ana.bacsa@binancecf.net Jaccount/dictionary/country-states success 4
2023-09-06 ana.bacsa@binancecf.net /haodesk/appeal/self-service-log success 21
2023-09-06 ana.bacsa@binancecf.net /us/pos/flexible/product/getAllProduct success 5
2023-09-06 ana.bacsa@binancecf.net /overview/selectUserBaselnfo fail 1
2023-09-06 ana.bacsa@binancecf.net Joverview/asset/btc2usd success 21
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“d TELEGRAM

Windy

GerryHYH invited you to this group

June 22

GerryHYH invited Erik Kellogg
GerryHYH invited Heina Chen

June 23

e
Uelryl 1YH

Hi both!

Introducing , she is

's CFO and look after
wallet architecture amongst many
mid + back office things. Heina
have been incredibly supportive,
efficient and helpful behind the
scenes. As we speak, Heina is
setting up the x3 new TSS device.

IS Chief
Security Officer, he will be
responsible for collecting and
migrating the 3 TSS Key
Shards over to the US. -

If things goes to plan, will
be physically collecting the 3

TSS Key Shards + Staking Ledger
next Monday, June 26th 2023.

: ELTD>
EXHIBIT [oU DEFT.
& 4o OO

WITNESS &. O
CONSISTING OF l PAGES

DATE H-24-23
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UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

SECURITIES AND
EXCHANGE COMMISSION,
Plaintiff,
V.
BINANCE HOLDINGS
LIMITED, BAM TRADING
SERVICES INC., BAM
MANAGEMENT US HOLDINGS
INC., AND CHANGPENG
ZHAOQ,

Defendants.

)
)
)
)

CASE NO.
1:23-cv-01599-ABJ

VIDEOTAPED DEPOSITION OF GERRY HO

WEDNESDAY, NOVEMBER 29, 2023

PAGES 1 - 331; VOLUME 1

BEHMKE REPORTING AND VIDEO SERVICES, INC.

BY:

TAMBI BALCHEN, CRR, CSR 9166
455 MARKET STREET, SUITE 1800

SAN FRANCISCO, CALIFORNIA 94105

(415) 597-5600

BEHMKE REPORTING AND VIDEO SERVICES, INC. 1

(415)

597-5600
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Videotaped Deposition of GERRY HO, taken
on behalf of the Plaintiff, at 595 Burrard Street,
Suite 1200, Vancouver, B.C. Canada, commencing at
10:04 a.m., WEDNESDAY, NOVEMBER 29, 2023, before
Tambi Balchen, CRR, Certified Real-time Reporter,
Certified Shorthand Reporter No. 9166, pursuant to

Notice of Deposition.

BEHMKE REPORTING AND VIDEC SERVICES, INC.
(415) 597-5600
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1| APPEARANCES OF COUNSEL:
2| FOR THE PLAINTIFF:

3 U.S. SECURITIES AND EXCHANGE COMMISSION

4 BY: MATTHEW SCARLATO, TRIAL ATTORNEY

5 JENNIFER FARER, SENIOR TRIAL COUNSEL
6 HOPE AUGUSTINI (via Zoom)

7 BRIAN FALGIANO (via Zoom)

8 ANDREW SKOLNIK (via Zoom)

9 MELISA SOLOMON (via Zoom)
10 100 F Street, NE
11 Washington, District of Columbia 20549-4473
12 Telephone: (202) 551-3749
13 Email: scarlatom@sec.gov
14

15| FOR DEFENDANT BAM TRADING SERVICES INC. AND BAM
16| MANAGEMENT US HOLDINGS INC.:

17 MILBANK LLP
18 BY: MATT LAROCHE, ATTORNEY AT LAW
19 DAVID LOUISON, ATTORNEY AT LAW (via Zoom)
20 55 Hudson Yards
21 New York, New York 10001
22 Telephone: 212-530-5000
23 Email: mlaroche@milbank.com
24
25
BEHMKE REPORTING AND VIDEO SERVICES, INC. 3

(415) 597-5600
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FOR DEFENDANT BINANCE HOLDINGS LIMITED:
GIBSON DUNN & CRUTCHER LLP
BY: JASON MENDRO, ATTORNEY AT LAW
LAURA PLACK, ATTORNEY AT LAW
1050 Connecticut Avenue, N.W.
Washington, D.C. 20036
Telephone: 202-955-8500

Email: jmendro@gibsondunn.com

FOR DEFENDANT CHANGPENG ZHAO:

LATHAM & WATKINS LLP

BY: NATALTE HARDWICK RAO, ATTORNEY AT LAW
WILLIAM BAKER, ATTORNEY AT LAW (via Zoom)
ZIJUN ZHAO, ATTORNEY AT LAW (via Zoom)

555 Eleventh Street, N.W., Suite 1000

Washington, D.C. 20004

Telephone: 202-637-2200

Email: natalie.rao@lw.com

william.baker@lw.com

ALSO PRESENT:
SHAWN LAM, VIDEOGRAPHER
BRYCE SNAPE, FTI CONSULTING (via Zoom)

BEHMKE REPORTING AND VIDEO SERVICES, INC. 4
(415) 597-5600
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INDEX

WEDNESDAY, NOVEMBER 29, 2023 Page
PROCEEDINGS 9

GERRY HO - VOLUME 1
Examination by MR. SCARLATO 11
P.M. SESSION 141
Examination Resumed by MR. SCARLATO 142
Examination by MR. LAROCHE 326

---000---

QUESTIONS WITNESS INSTRUCTED NOT TO ANSWER:
PAGE LINE

(None.)

-==000=--

BEHMKE REPORTING AND VIDEO SERVICES, INC.
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Q. And when you received a bonus for your
employment you would be credited with a certain amount
of BNB; right?

A. That's correct, yes.

Q. And is that true even after you started
working with BAM in 20207?

MR. LAROCHE: Objection to form.
THE WITNESS:

A. Yes, that's correct.
MR. SCARLATO:

Q. So when you started working with BAM in
August of 2020, you still maintained an account on
Binance.com; right?

A. When you say "account", my personal account
or --

Q. Yeah, personal account.

A. Yes.

Q. Okay. 1Is that the only account you had on
Binance.com?

A. Yes.

Q. Do you still have it?

A. Yes, I do.

Q. Okay. Did you ever have a trading account on
Binance.US?

A. Not a trading account, no, not a trading

BEHMKE REPORTING AND VIDEO SERVICES, INC.
(415) 597-5600

77




Case 1:23-cv-01599-ABJ-ZMF Document 222-13 Filed 03/05/24 Page 8 of 45

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

account.

Q. Then what kind of account did you have?

A. Just a Q -- a quality assurance account. So
basically just to -- it's tied to my corporate e-mail

and then just to test features. I basically use that

corporate e-mail to log in and test features, yeah.

Q.

So you never sent or received crypto on that

U.S. account; right?

A.
Q.
A.
Q.

I have not, no.
The .com account you have, right?
Yes.

Okay. Including up until -- when was the

last time?

A. When I received a bonus or --

Q. M'hmm.

A. Yes, that was last year, yes.

Q. 20227

A. Yes, that's correct.

Q. And what was your bonus in BNB in 20227

A. It was equivalent to 150,000 U.S. dollars.

Q. And in 2022 you were working exclusively with
BAM; right?

A. Yes, I was.

Q. Do you have an understanding of how or who

was sending you the BNB as your bonus?

BEHMKE REPORTING AND VIDEO SERVICES, INC. 78

(415) 597-5600
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A. Could you repeat the gquestion, please?

Q. Sure. Just the mechanics of how you received
the BNB as a bonus.

A. Mechanics. Again, it will hit my -- it will
-- so0 my Binance.com account would be credited.

Q. Okay.

A. Yeah.

Q. Do you know who was crediting it?

A I don't know, no.

Q. Is there -- is it your understanding that
this crediting occurred just on the .com internal
ledger or something else?

A. Could you say again, please?

Q. Sure. The crediting, when you say

"crediting" --
A. Yes?
Q. -- does that mean to your understanding that

the .com would just update its ledger to credit you
whatever BNB you were receiving; right?
MR. LAROCHE: Objection to form.
THE WITNESS:
A. Yes.
MR. SCARLATO:
Q. But it wasn't like a transfer on a blockchain

or something like that?

BEHMKE REPORTING AND VIDEO SERVICES, INC. L
(415) 597-5600
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A. I don't believe so, no.

Q. And did you receive a bonus in BNB in 20217
A. Yes, I did.

Q. How much?

A.

That I don't recall, yeah.

Q. Can -- do you remember the number of BNB
ballpark?

A. Not -- not in BNB, no.

Q. Okay.

A. When you say "ballpark", a range; is that
right?

Q. Yeah, just give me your best estimate

sitting --
A. Sure.
Q. -- here today of how much your BNB

compensation was in BNB or whatever --

A. Sure.

Q. -- is easiest sitting here today --
A. Sure.

Q. -- in 2021.

A. Okay. Anywhere between a range from 100 to
200,000 USD, so it could be within that range.

Q. Okay, and was the mechanics of you receiving
that BNB bonus similar to what you testified about in

20227

BEHMKE REPORTING AND VIDEO SERVICES, INC. 80
(415) 597-5600
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1 A. That's correct, yes.

2 Q. Your .com account was credited with the BNB?
3 A. Yes, Matthew, yes.

4 Q. And when you received the BNB bonus, do you

5 sell it or something else?

6 A. Um, yes, I -- yeah, I converted, yes.

7 Q. How soon after receiving it?

8 A. For me --

9 MR. MENDRO: Objection, form. Just time

10 frame.

11 MR. SCARLATO: Okay.

12 Q. In 20217

13 THE WITNESS:

14 A. In 2021? Within the time frame, I don't

15 recall, no.

16 MR. SCARLATO:

17 Q. How about in 2020, did you receive a bonus in
18 BNB?

19 A. Yes, I did.

20 Q. Can you give me your best estimate of how

21 much you received in 2020°?
22 A. If I have to estimate, it will be under

23 100,000 U.S. dollars.

24 Q. Okay, and how about in 2019? Did you receive
25 a bonus in BNB?
BEHMKE REPORTING AND VIDEO SERVICES, INC. 81

(415) 597-5600
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A. I don't recall.

Q. Okay. Were all of your bonuses that you
received since you started working with Binance in
BNB?

A. Yes.

Q. 1In 2020, who was determining how much of a
bonus you would get?

MR. LAROCHE: Objection to form.
THE WITNESS:

A. I don't know.
MR. SCARLATO:

Q. Do you know at the time of your bonus in 2020
if you were working with the BAM entity yet?

A. Could you repeat the question, please?

Q. Sure. What month did you get your bonus in
2020, do you know?

A. 2020? It was definitely within H1l, so
anywhere between January 'til May. But for 2020, I
don't remember exactly when.

Q. Okay, so that would have been before you
started working with BAM?

A. Yes.

Q. And how about in 2021, do you know who
determined what your bonus was?

A, I don't.

BEHMKE REPORTING AND VIDEO SERVICES, INC. 82
(415) 597-5600
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Q. Well, do you recall the process by which you
would be entitled to this bonus?
MR. LAROCHE: Objection to form.
THE WITNESS:
A. Yes, I was informed by Wei. Yeah, Mr. Wei.
MR. SCARLATO:

Q. Okay. Did he determine the amount that you
would receive?

A. That I don't know.

Q. Okay, so what was your understanding of the
process that Wei went through before telling you how
much of a bonus you would receive in 20217

MR. LAROCHE: Objection to form.
THE WITNESS:

A. Do you mean the process that he goes through

or --
MR. SCARLATO:

Q. Yeah. Like, is there a -- just to give you

an example to move the discussion, did he -- is there

like a performance review that is done or what?

A. Yes. There was a performance review and then
afterwards he will reach out to me to inform me how
much of a bonus I would receive.

Q. And so who performed the performance review

of you in 20217
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That was Mr. Wel himself.
Anybody else?
Not that I know of, no.

Do you know if Ms. Coley had any role?

2 e = el

I don't know.

Q. How about in 2022? Who conducted your
performance review?

A. 2022 ... I don't recall. Yeah, I don't
recall.

Q. Okay. Do you recall who determined how much
bonus you would receive in 2022 in any way?

A. That I don't know.

Q. How would you be informed what your bonus
would be?

A. I was informed by .com's HR.

Q. Who was that?

A. It was a lady called Cynthia. Yeah, Cynthia.

Q. And Cynthia worked for Binance?

A Yes.

Q. Well, you said in 2021 it was Wei that told
you what your bonus would be; right?

A. That's correct, yes.

Q. 2022 was Cynthia?

A. Correct, because Zhou Wei was no longer with
the firm.
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Q. Okay. In 2022 you were working exclusively
with BAM; right?

A. Yes.

Q. So what's your understanding of why a .com
Binance HR person was telling you what your bonus
would be?

Sure. Um, that I don't know, yeah.
Did you ask?

No, I did not.

° » o P

Did it seem unusual to you at the time?

A. Not really because every Binance employee,
according to my knowledge, did receive an annual bonus,
yeah.

Q. But by 2022 you were working for an entity
called Boran; right?

A. That's correct.

MR. LAROCHE: Objection to form.
MR. SCARLATO:

Q. So typically, you would agree with me, an
employee would receive their bonus from the entity
they worked for; right?

MR. LAROCHE: Objection. Objection to form.
THE WITNESS: Could you please repeat your
question?

MR. SCARLATO: Sure.
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Q. So would you expect as an employee of an
entity that you would be paid by the entity that you
were working for; is that fair?

MR. LAROCHE: Objection to form.
THE WITNESS:

A. That I don't know, yeah.
MR. SCARLATO:

Q. You do think that's fair?

MR. LAROCHE: No, he said "I don't know".
MR. SCARLATO:
You said "I don't know"?

A. Yes.

Q. Okay.

What's your understanding of why your bonuses
were paid in BNB as opposed to something else?

A. I don't know.

Q. Did you ask for that specifically?

A. No.

Q. How about in 2023, did you -- have you
received a bonus?

A. In 2023? 2023, this year ... Yes, I did,
yeah.

Q. When?

A. It was Q1 this year, yeah.

Okay. How much did you receive in 20237
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A. 150,000 U.S. dollars, yeah.
Q. And do you know who determined that your
bonus would be 150,000 U.S. dollars?
A. That I don't know.
Q. Do you know who did your performance review
that led to your -- that bonus?
MR. LAROCHE: Objection to form.
THE WITNESS:
A. Roger, Roger Wang, yeah.
MR. SCARLATO:

Q. Can you spell the last name?

A. Sure. Wang, W-a-n-g.

Q. And who does Roger Wang work for?

A. For Binance.com.

Q. And was that in -- was the payment in BNB
again?

A. Yes.

Q. Okay, so it was just the equivalent of
$150,0007?

A. Yes.

Q. Okay, got it.

Do you have an understanding of who -- well,
so by 2023 you were working for an entity affiliated
with BAM; right?

MR. LAROCHE: Objection to form.
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THE WITNESS:
A. An affiliate for BAM, yes.
MR. SCARLATO:
Q. The BAM Canadian entity?
A. Yes.
Q. Okay, but even in 2023 you were still paid?
-- your bonus was still determined by a Binance
employee?
MR. LAROCHE: Objection to form.
MR. SCARLATO:
Q. Right?
THE WITNESS:
A. Sorry, Matthew, could you please repeat the
question?
MR. SCARLATO: Sure.
Q. So in 2023 --
A. Yeah.
Q. -- your bonus was determined by a Binance.com
employee; right?
MR. LAROCHE: Objection to form. Misstates
his testimony.
THE WITNESS:
A. That's correct, vyes.
MR. SCARLATO:

Q. Okay. And, I'm sorry, do you know who
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conducted your performance review that led to the 2023
bonus?
MR. MENDRO: Objection to form.
THE WITNESS:
A. I believe it was Roger Wang.
MR. SCARLATO:
Q It was Roger Wang?
A. Yes.
Q. Anybody else?
A. Not that I'm aware of, no.
Q. Anyone that worked for BAM?
A. No, not that I'm aware of.
Q. At the time the CEO was Brian Shroder, I
believe?

A. Yes, that's correct.

Q. Did you work -- did you report to Brian
Shroder --

A. Yes --

Q. -- at the time?

A. -- 1 did. I did.

Q. But he didn't have any influence over your
performance review?
MR. LAROCHE: Objection to form.
MR. MENDRO: Objection to form.
THE WITNESS:
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1 A. I don't know.
2 MR. SCARLATOQO:
3 Q. Well, leading up to your 2023 bonus, did you

4 meet with anyone to discuss your performance that

5 preceded it?

6 A. No.

7 Q. Have you had any performance reviews since

8 the 2023 Q1 bonus?

9 A, I don't recall.

10 Q. Well, when's your next performance review, do
11 you know?

12 A. I don't know yet. I don't know.

13 Q. Okay, but you would expect in 2024 you'll get

14 another bonus; right?

15 A. I'm not expecting it.

16 Q. You're not?

17 A. No.

18 Q. Why not?

19 A. Perhaps -- yeah, for the BAM business we are
20 not making profit, no -- not, yeah, enough profit.

21 Q. And so did someone tell you to not expect a
22 bonus next year?

23 A. Nobody told this, no.

24 Q. You're just assuming it given what you said

25 about the state of the business?
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1 A. Yes.

2 Q. Okay. Roger Wang, so what was his role at

3 Binance?

4 A. At Binance? Right now, I think he's the COO

5 of Binance.com, I think.

6 Q. Chief operating officer?
7 A. That's correct, yes.
8 Q. What was he at the time he told you what your

9 bonus would be in 20237?
10 A. I think he was still the COO, yes.
11 Q. Okay, and what's your understanding of why he
12 was the one telling you what your bonus was
13 (inaudible/indiscernible) --
14 [The Court Reporter interjects for
15 clarification]
16 MR. SCARLATO: Sure.
17 Q. What's your understanding of why Roger Wang

18 was the one telling you what your bonus was in 20237?

19 A. That I do not know.

20 Q. You didn't ask?

21 A. I didn't, yeah.

22 Q. So it's not unusual for you to be talking to

23 Binance employees about the quality of your work for
24 BAM --
25 A. Sure.
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Q. Any change after that?
A. Yes.
Q

What was 1it?

A. 1In 2021, my base pay got increased. Yes, my

base pay got increased.

And then also in 2021 I was granted something

called ETop.

Q. E-T-o-p?

A. Yes.

Q. What's that?

A. I don't remember what it stands for.

Q. Okay. Well, what's your understanding of
what you received pursuant --

A. Sure.

Q. -- to it?

A. So for ETop, it's a reward program for top
performers or top personnel in the company.

Q. Okay, and what's the reward that you'd
receive?

A. Personally, I believe I will receive roughly
anywhere between 1300 to 1400 BNB.

Q. How often?

A. Once a year.

Q. Okay. And do you know who decided that you
would be entitled to this ETop?
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A. It was Mr. Wei himself.

Q. And have you -- how often have you received
it since 20217

A. Once a year.

Q. Same amount of money or BNB?

A. Yes. So that was split across -- that is
divided into four. 8o every year I would receive
roughly around 375 BNB per year.

Q. And these ETop payments are separate and
apart from the bonus BNB payments we talked about
earlier?

A. Yes.

Q. Okay. So you said in 2021 your salary

increased, too; right?

A. Yes.

0 How much?

A. That I don't recall.

Q. Did it double?

A. No.

Q. Okay. Do you know why you got that increase?
A. It was just part of the annual adjustment,

yeah.
Meaning everyone got the same adjustment?
A. For everyone, I don't know.

Q. Who made the decision for you to get that
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1 adjustment, salary adjustment in 20217?

2 MR. LAROCHE: Objection to form.

3 THE WITNESS:

4 A. Back then, it was my manager Wei himself.

5 MR. SCARLATO:

6 Q. In 20217

7 A. Yes.

8 Q. Did you receive any salary adjustments after
9 20217?

10 A. Yes, I did.

11 0. When?
12 A. For 2022, yes. And 2023, yes.
13 Q. How much did you receive in adjustment in
14 20227
15 A. I think it was an increase from up to 88,000

16 RMB per month.

17 Q. Who made that decision in 2022 to give you
18 that increase?

19 A. Mr. Wei Zhou himself.

20 Q. Mr. who? Wei?

21 A. Yeah, Wei.

22 Q. Okay.

23 A. Sorry, 2022 --

24 Q Sure.

25 A. Yes, I think so. Yes, Mr. Wei himself.
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Q. Wei, okay. And do you know the reason that
Mr. Weli gave you that increase in 20227
A. It was just part of the annual compensation
review.
Q. So it was performance based, right?
A. I wouldn't say performance based, but it was
just an annual salary review.
Q. Okay. How about in 2023, you said there was
another salary adjustment?
A. Yes.
Q. Okay, and why did you get that salary
adjustment? Annual review again?
A. No. Um -- no.
Q. Then why?
A. I don't know why, yeah.
Q. Okay. And who made the decision for you to
get a salary increase in 20237
A. That I don't know.
MR. SCARLATO: I'll maybe go another ten
minutes and then take lunch, is that good?
THE WITNESS: Yeah, sure. Yeah.
MR. LAROCHE: Okay.
MR. SCARLATO: 1I'll just finish this out.

THE WITNESS: Yes.
MR. SCARLATO:
BEHMKE REPORTING AND VIDEO SERVICES, INC. 126

(415) 597-5600




Case 1:23-cv-01599-ABJ-ZMF Document 222-13 Filed 03/05/24 Page 26 of 45

1 Q. So, just stepping back quickly to the ETop,
2 what's your understanding of how you received those

3 BNB ETop payments?

4 A. Sure. My understanding, that it gets credited
5 directly to my Binance.com account.

6 Q. Same as your other bonus in BNB; right?

7 A. Yes.

8 Q. Okay. And do you have an understanding of

9 who was transferring that BNB, the ETop BNB to you?

10 A. That I don't know.

11 Q. You just saw a credit in your account?

12 A. Yes.

13 Q. Okay. So, to wrap it up, since you've been

14 working with BAM in 2020, you received a salary;

15 right?

16 A. M'hmm.

17 0 Just say yes.

18 A. Yes. Sorry.

19 Q. A BNB annual bonus, right?

20 A. Yes.

21 Q. And then once you started receiving this

22 ETop, you got additional BNB payments; right?

23 A. Yes.
24 Q. Anything else I'm missing compensation-wise?
25 A. There is something called a floated and a
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living allowance.

[The Court Reporter interjects for
clarification]

THE WITNESS: Sorry, a floated and a living
allowance.

MR. SCARLATO:

Q. Those are two separate things?

A. According to my understanding, you can bundle
them together, yes.

Q. So just describe what that -- what they are,
floated and --

A. Living allowance, yes.

Q. Please.

A. Certainly. So those are allowances for
employees based in China. If they do move abroad, if
they do relocate away from China, they will get a
two-year temporary compensation.

Q. So it's a standard Binance policy you're
saying?

A. That's correct.

Q. Okay, and what -- it's limited to two years
you said?

A. I believe so, yes.

Q. And so you got that after you agreed to move

to Vancouver?
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A. Yes.

Q. How much is that allowance?

A. Sure. For myself, it's 3,700 U.S. dollars per
month; that's for the living allowance.

And for the floated allowance, it was 45,000
RMB per month.

Q. And why is it -- what's the difference
between the two?

A. I don't know.

Q. Okay.

A. Yeah.

Q. But it's two -- okay, but you're getting two
separate payments, it sounds like; is that right?

A. That I don't know, actually.

Q. Well, you said one was in dollars, one's in
RMB; right?

A. Correct, yes.

Q. Okay. So you get a U.S. wire transfer or
something like that?

A. So, it was denominated in USD for living
allowance. And then for the floated allowance it was
denominated in CNY.

Q. In -- what was the last word you said?

A. CNY, so Chinese Yuan or RMB, yeah.

Q. So separate payment? They were paid
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separately; right?

A. So when I got paid, it was all to get BNB
(sic). So -- yeah.

Q. It gets converted to BNB, is that what you're
saying?

A. Yes.

Q. Okay. Thank you.

So, is this -- is that another example of
these allowances where your .com account gets credited
with BNB; right?

A. Yes.

Q. And that is while you're working for the BAM
entity; right?

A. Yes.

Q. And how long have you -- so then you've
gotten these two allowances since you moved to
Vancouver in late 2022; right?

A. May 2022, yes.

Q. May 2022, okay.

All right. Is there anything else about the
nature of these allowances that we did not cover?

MR. LAROCHE: Objection to form.

MR. MENDRO: Objection to form.

THE WITNESS: Could you please clarify "the

nature"?
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1 [The Court Reporter interjects for

2 clarification]

3 MR. SCARLATO: Just all of them.

4 [The Court Reporter interjects for

5 clarification]

6 MR. MENDRO: You can put me down, too.

7 MR. LAROCHE: You can put everybody down.

8 MR. RAO: That's, like, across the board.
9 THE WITNESS: Yes, sorry, could you repeat
10 your question again?

11 MR. SCARLATO:

12 Q. Since August 2020, you've been receiving

13 numerous payments from Binance; right?

14 MR. LAROCHE: Objection to form.

15 MR. MENDRO: Same objection.

16 MS. RAO: Same.

17 THE WITNESS:

18 A. Yes.

19 MR. SCARLATO:
20 Q. Okay. And what's your understanding of why
21 Binance was paying all the different things we just
22 described?
23 MR. LAROCHE: Objection to form.
24 THE WITNESS:
25 A. I don't know.

BEHMKE REPORTING AND VIDEO SERVICES, INC. 132

(415) 597-5600



Case 1:23-cv-01599-ABJ-ZMF Document 222-13 Filed 03/05/24 Page 31 of 45

1 A. 1 believe so, yes.
2 MR. SCARLATO:
3 Q. Okay. Well, do you have personal knowledge

4 of how other BAM employees in Vancouver are

5 compensated?
6 A. No.
7 Q. Do you know if anyone in this office receives

8 BNB bonus payments like you do?

9 MR. LAROCHE: Objection to form.

10 THE WITNESS:

11 A. There is a few, yes.

12 MR. SCARLATO:

13 Q. How many can you ballpark think of?

14 A. According to my knowledge, probably around ten

15 employees, give or take.

16 Q. Okay. And do you know if those employees are
17 paid in a similar fashion in BNB that you are?

18 A. Yes.

19 Q. Do you know, for any of these BNB payments

20 that people in Vancouver receive, whether BAM

21 reimburses Binance in any way?
22 MR. LAROCHE: Objection to form.
23 THE WITNESS:
24 A. I don't know.
25 MR. SCARLATO:
BEHMKE REPORTING AND VIDEO SERVICES, INC. 154

(415) 597-5600



Case 1:23-cv-01599-ABJ-ZMF Document 222-13 Filed 03/05/24 Page 32 of 45

1 THE WITNESS:

2 A. Absolutely not.

3 MR. SCARLATO:

4 Q. All right. Then you continue on: As we
5 speak -- are you with me in Exhibit 104°?

6 A. Yes.

7 Q. Heina is setting up the x3 new TSS device.

8 Do you see that?
9 A. Yes.
10 Q. Okay, so you knew that Heina was working to

11 create new devices for the key shards related to BAM;

12 right?

13 A. Yes.

14 Q. And how did you know that?

15 A. Heina told me.

16 Q. So you had talked to her before the message

17 in Exhibit 104°?

18 A. Yes. So when I mentioned that I have very

19 rare interaction. It's the first time I reach out to
20 her stating that, please, Brian Shroder has instructed

21 me to retrieve the remaining or, yeah, some of the key

22 shards.
23 Q0. M'hmm?
24 A. And then she informed me that she needs to

25 somehow reset or do new TSS devices.
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A. Sorry, with Binance.com?

Q. M'hmm.

A. Yeah. Oh, yes, I did, actually, and then my
apologies. I'd like to retract my previous comment.

Q. Which one?

A. That I met Heina, -- I met her twice. So one
is in September and the other time is earlier this
year, yes.

Q. September what year?

A. Not September. Perhaps in April of this year,
yes.

Q. Okay. Where -- okay. Describe the
circumstances.

A. Yes. It was to hand over something called a
staking ledger.

Q. What's that?

A. I think it's something to do, part of the
process to do with staking. Again, I don't -- I don't
know the technical details, no.

Q. Okay. So if I'm understanding what you just
said, in April of this year you went to meet Heina to
get a staking ledger?

A. Yes.

Q. Where did you meet her?

A. In Singapore.

BEHMKE REPORTING AND VIDEO SERVICES, INC. 278
(415) 597-5600



Case 1:23-cv-01599-ABJ-ZMF Document 222-13 Filed 03/05/24 Page 34 of 45

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

Is that where she was living at the time?
I don't know.
Who told you to do that?

Brian Shroder did.

SHL

Okay. Do you know why he told you to do
that?

No, I don't.

Did you ask him?

No, I did not, actually.

° » o

Okay. Was it a surprise to you at the time?
MR. LAROCHE: Objection to form.
THE WITNESS:
A. At the time? Yes.
MR. SCARLATO:
Q. Okay.
A. Yeah.

Q. Well, what did you say when he asked you to

A. Um, I initially declined. I initially.

Q. Why did you decline?

A. Because I didn't know what I was to -- well,
I don't say I didn't know what I was doing, but, um,
yeah, I just didn't want to do it because I didn't
have a full understanding of what I was doing. Yeah.

Q. Okay. Do you have an understanding of why
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1 Brian asked you to do this?

2 MR. LAROCHE: Objection to form.

3 THE WITNESS:

4 A. I don't.

5 MR. SCARLATO:

6 Q You don't?

7 A. I don't.

8 Q. You didn't ask him?

9 A. No.

10 Q. Okay, so -- but you declined and then what

11 did you do?
12 A. And then he persisted.
13 Q. Okay. What did he say when he -- in

14 persisting, what did he say?

15 A. Um, he said that no one else can do it, yeah,
16 apart from me.

17 Q. And why were you the only one that could do

18 it?

19 A. Again, I'm purely assuming, that I could speak

20 verbal Chinese. And then, number two, I've been with
21 -- I've been with Binance before and then I have

22 good -- again, I'm assuming, I have good references
23 perhaps. I don't know.

24 Q. You're guessing?

25 A. I am.
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1 Q. You didn't ask him why?
2 A. I didn't ask why.
3 Q. So what did you say when he said you're the

4 only person?
5 A. Again, initially I declined. Um ... I don't

6 know, yeah.

7 Q. But you agreed to go?

8 A. In the end, yes.

9 Q. Okay. And so it was just you going to --

10 A. Yes.

11 Q. -- Singapore I think you said?

12 A. That's correct.

13 Q. Okay. And tell me, you went to Singapore and

14 then did what?
15 A. Received a -- so I went to Singapore and then
16 I just received a staking ledger, a ledger, yeah,

17 that's relating to staking.

18 Q. What did it look like?

19 A. A USB stick.

20 Q. Okay.

21 A. Yeah.

22 Q. And what was on -- what's the staking ledger?

23 What 1is 1it?

24 A. I don't know. Yeah.
25 Q. Staking is a crypto asset, right?
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14
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25

A. Correct.

Q. Okay, and a ledger means what?

A. Accounting, like basically a bookkeeping
ledger.

Q. So it's just a ledger, not actual crypto
assets?

MR. LAROCHE: Objection to form.
THE WITNESS:

A. I -- yeah, I don't know. It's a USB stick,

but I never opened it, yeah.
MR. SCARLATO:
"Q. Where did you meet Heina?

A. Out -- outside a bank or vault, yeah.

Q. Okay, and was this BAM's staking ledger?

A. I don't know.

Q. You never asked?

A. Yeah.

Q. Do you have a -- can you give me any other
details, sitting here today, about what was on this
USB drive --

MR. LAROCHE: Objection to form.
MR. SCARLATO:
Q. -- other than it's a staking ledger?
MR. LAROCHE: Objection to form.
THE WITNESS:
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1 A. I don't, no.

2 MR. SCARLATO:

3 Q. Did you ask Heina?

4 A. No.

5 Q. What did you and Heina discuss?

6 A. We didn't really talk. We just say, Hi, just
7 said, Hi, greeted each other.

8 Q. And then she just gave you the ledger?

9 A. Yeah.

10 Q. And then what did you do?

11 A. I put it in the -- I put it in the vault,

12 yeah, in the vault.

13 Q. What vault? What does that mean?

14 A. Just like a storage place, yeah, in a vault.
15 Q. Like a physical?

16 A. Yeah.

17 Q. Okay. To protect it, I guess?

18 A. Yes.

19 Q. Okay, and is that what you took back with you

20 on the plane home?

21 A. No. I didn't take it with me in the end.

22 Q. So you put it in the vault?

23 A. Yes.

24 Q. And then what?

25 A. And then ultimately I gave it to Heina. And
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1 then afterwards (inaudible/indiscernible) Heina gave it
2 to Erik directly in Dubai.
3 Q. So you gave it back to Heina after putting it

4 in the vault?

5 A. Yes.

6 Q. And then -- then what did you do after that?
7 A. Um --

8 Q. You went home?

9 A. I think after that, since it was so close, I

10 went to Shanghai.

11 Q. For business reasons?

12 A. Both, actually, to visit my mother and visit
13 the office at the same time.

14 Q. So when you went to Singapore first, did you
15 do anything other than meet Heina, put the staking

16 ledger in a vault and then go back to her?

17 A. Nothing else.
18 Q. Why was -- can you explain for me why that --
19 A. I don't know why. Yeah, I was just instructed

20 by Brian to do so.

21 Q. Did he give you the vault that Heina needed?
22 A No.

23 Q. Where did you get the wvault?

24 A. It was a physical vault in Singapore.

25 Q. Where did you get it? Where did you pick it
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1 up?

2 A. Unm --

3 MR. LAROCHE: Objection to form.

4 THE WITNESS:

5 A. 1It's not something that you can pick up, no.
6 So it's -- it's like a vault.

7 MR. SCARLATO:

8 Q. Like a heavy -- sorry, I just don't know what

9 you mean.

10 A. Sure.

11 Q. So it's -- what does it look like?

12 A. It's just an electronic vault where you gain
13 entry and then you put in -- you put in content into

14 the vault.

15 Q. How big is it?

16 A. 1It's just a box, a standard box size, yeah.

17 Q. So where did you get this box?

18 A. It's not a box. It's within the vault itself.
19 Q. Like a big bank vault? I'm just trying to

20 understand.
21 A. Yes, it's a vault, yeah.
22 MR. SCARLATO: Okay. Could we just go off

23 the record?

24 MR. LAROCHE: Sure.
25 THE VIDEO OPERATOR: Okay. We are going off
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1 the record.

2 © [indiscernible speaking]

3 THE VIDEO OPERATOR: This is the end of media
4 number 5 in the deposition of Gerry Ho, and the time

5 is 5:14 p.m.

6 (Recess taken from 5:14 to 5:21 P.M.)
7 THE VIDEO OPERATOR: We are back on the
8 record. Here marks the beginning of media number 6 in

9 the deposition of Gerry Ho. The time is 5:21 p.m.
10 MR. SCARLATO: Mr. Ho, hopefully this is the

11 homestretch, okay? Thank you for your patience.

12 THE WITNESS: Sure.
13 MR. SCARLATO:
14 Q. I just want to make sure I understand the

15 story you just told me, okay?
16 A. Yes.
17 Q. So, you travelled to Singapore and you met

18 Heina outside a bank; right?

19 A. Yes.
20 Q. Okay. So is the vault in the bank?
21 A. It's not a bank, sorry. It's just a normal

22 generic vault, yeah.

23 Q. Okay. Where people can store things?
24 A. Correct.
25 Q. Okay.
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1 A. Yes.

2 Q. So you met her there and you put the -- what
3 do you call it -- the staking ledger in the vault?

4 A. Again, I'm just assuming. It's a USB stick,
5 but I never opened up the USB stick, so it could be
6 anything. Yeah.

7 Q. But she gave it to you?

8 A. Yes.

9 Q. And you put it in the vault?

10 A. Yes.

11 Q. I guess because she couldn't?

12 MR. LAROCHE: Objection to form.

13 THE WITNESS:

14 A. I don't know.

15 MR. SCARLATO:

16 Q. Okay. Because you travelled all the way --
17 A. Yes.

18 Q. -- to Singapore, right?

19 A. M'hmm.
20 Q. So why wasn't it her instead of you?

21 MR. LAROCHE: Objection to form.

22 THE WITNESS:

23 A. Sorry?

24 MR. SCARLATO:

25 Q. Why did it have to be you?
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